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I Thales Group Focuses on Intelligent Systems
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I ZLero Trust - Why we should care

Organizations should not automatically trust
anything inside or outside their perimeters.

Enterprises should leverage flexible security applied at the app
level based on users, their locations and other data to establish
trust for entities seeking access to a particular part of the

enterprise.

Rather that trusting the network to any extent, a zero-trust model puts all of its
effort behind protecting applications, and the data they access.
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B The main cause of data breaches
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I The problem with passwords

THREAT COST HASSLE

‘123456789’ | 30
‘password’ _ _
Accounts associated with

Most popular passwords 40% an email address

Helpdesk calls are
password related

80% 62%

Data breaches related to Users reuse password
passwords ACross accounts

|7_ Source: 2018 Verizon Data Breach Investigations Report T H lo\ L E 5



https://enterprise.verizon.com/resources/reports/2018/DBIR_2018_Report_execsummary.pdf

3 Problem with the Password -> Password Fatigue

| Whatis it ?....

| When users are asked to remember an excessive number of passwords as
part of their daily routine, they begin to get frusirated and lazy about
creativity.

| A password for the PC
| Bike lock, PIN, Bank PIN ...

Hawaii Emergency Management Agency.
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More Security

Less Friction

Why passwordless authentication ?

Lower TCO

Eliminate phishing, credentfial
stuffing & other passwords
related attacks

No need to remember multiple
passwords. Faster & seamless
login.

Reduce
IT operations costs &
support costs
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B Lazy PhiShing

| Is this logon page real?

| Phishers, are trying to phiSh with

. B® Microsoft
dynamite.
Sign in
I Clone dequ". Office365 Iogin Email, phone, or Skype
p q g e ° No account? Create one!

Can't access your account?

| Once user enters in e-mail address,
they are redirected to a non-
branded login page

Sign-in options
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B Lazy PhiShing...harder to Phish with customized logon pages !

. E= CONTOSO
] Customize your logon page 8581 corpoRATION
with Office365. -
] Users will feel much more pele—
comfortable entering .
; igerin
credentials.
| It lets your users know they are T
visiting a legitimate login page. e ke

soscft Home Pwacy Med

“Jim, are you on a logon page that
has our green CONTOSO Corporate logo on it ¢
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SafeNet Trusted Access
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SafeNet Trusted Access allows organizations to manage access to cloud applications by validating identities,
~ determining levels of frust and applying appropriate access confrols each time the user accesses a cloud
. service.
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I Create a standard RISK profile for different applications

] LOW Risk Login policy created in the THALES Safenet Trusted Access

Low RISK Login © | oEat |

When an access attempt occurs under all of the conditions Then access is

Granted
= Network- Inside these networks v
After authenticating with

L1 User Device v Password €
Once per session

£ Operating System- Listed v Token Based Authentication (OTP) o N
Every access attempt

@ User Location- From these Countries v

> Country Change v
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Single Factor ~ Multi-factor Passwordless  Adaptive

%% % ﬁ D et
oogle qHH
Password Kerberos Hardware Avuthenticator Uhllze the
MFA schemes
already deployed

I Universal Authentication

Extend PKI
[s]oo]7]4] R R
ooooo (& authentication
pggaEn to the cloud
Fattern- PKI Offer the
appropriate level

of assurance

Offer convenience
with Passwordless
authentication

@

Windows Hello Biometric
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I SafeNet eToken FIDO2 USB token and IDPrime FIDO2 smartcards

e SafeNet FIDO devices
e Supports all PKI use cases
* FIDO/CTAP (2.0/2.1) compliant and
certified (functional and security
certifications)
* SC NFC interface: PKI & FIDO in either
contact & contactless mode

fido e
ALLIANCE authentication
B ‘ THALES



Do you dare to check?

Home Notify me Domain search Who's been pwned Passwords  API About Donate B P

'“--have i been pwned?]

Check if you have an account that has been compromised in a data breach

xkunstap@seznam.cz

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)
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