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,Vice nez 85% vedoucich predstavitelu a IT feditelt spoleCnosti

uvedlo, ze citi pracovni krizi kvalifikovanych pracovniku v oblasti
pocitacové bezpecnosti.”
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Zdroj: ISACA's 2015 cybersecurity report
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Perimetrova vs. interni bezpecnost

90% rozpoctu na bezpe€nost utracime na perimetr, ale jen 25% sem cili.




Stav infrastruktury pred incidentem

* FW - vykonnostné nedostacuje

» Antivirus na koncovych stanicich i serverech

= VVétSina serveru bézi na starém virtualizaénim prostredi
* NedostateCna segmentace site

= Stanice mix OS od Win XP po Win 10

= ,Black box" - zarizeni pro specializovana vysetreni
(rentgen, ultrazvuk, CT)

 Neomezeny pristup na internet vsem

= Oteviené RDP do internetu




Jakmile jednou probéhne infekce zarizeni uvnitr site,

perimetrova ochrana a prevence jsou k nicemu.
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Poorrd - ‘ . 5 @ —_— . = Otevieni zavadné pfilohy

O XN AQ\ , ‘ ‘ L a0 » Instalace malware Emotet
- %\ : m 00 = Scan systému a nasledné stazeni
- w'“:mmﬂ ' Uzivatel otevira PowerShell script Emotet upravuje trojan TrickBot
e S % WoEme Fortppolist i e e i) = Scan U¢td, prolomeni hesel
s |\ amoznyminkem / _ baticknrecesn administratord

» RozSifeni po siti
= Stazeni ransomware RYUK - Sifrovani

@ INSTRUKTAZNI FAZE \ systemu

—
[ 9| - A —

Emotet informuje '

0 nové infekci své

odesilatele a pfijima

instrukce.
Nasleduje stazeni
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Flow Monitoring Principle
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SRC & DST IP address

AR,
SRC & DST port
Protocol number
Lifetime
Number of packets
Sum of bytes FIOW
Export
S Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 eel TCP 192.168.1.1:10111 -> 10.10.106.10:80 2 g0 _
10.16.10.10:80 =-> 192.168.1.1:10111 8 is8a ...

9135:125.6 0¢8 TCP
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Urovné viditelnosti
SNMP monitoring

- Mnozstvi pfenesenych dat, pocet paketu, nedostatecné

Flow monitoring zalozeny na IP flows

- Viditelnost do slozeni provozu, detekce anomalii a reporting

Analyza paketu

- Forenzni analyza a feSeni specifickych problému

Basic monitoring

Flowmon

- How much
- Basic troubleshooting

[ SNMP ] R -low monitoring

=t

Packet Analysis

- Detailed Analysis
- On specific place
- At specific time




Analyza provozu z flow dat

Koncept sité jako sensor a nastroj pro dynamickou konfiguraci
Dopliuje se s metodami zalozenymi na signaturach
Klicova technologie pro odezvu na incident

Navrzeno pro praci v nejrychlejsich sitich

Mon Sep 11 20:50:00 2006 Flows/s any protocol Tenichy fows

Anylyza chovani NBA
Pokrocilé algoritmy pro datovou analyzu

Statisticka analyza
Detekce volumetrickych anomalii Detekce nevolumetrickych anomalii = Flowmon
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Behavioralni analyza a detekce anomali
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Signatura je jako pasova kontrola — vas pas neni
v seznamu hledanych osob, muzete pokraCovat.
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Behavioralni analyza je mozek, ktery sleduje veSkery pohyb
na letisti a s vysokou presnosti uréi podezrelé osoby.
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Detekce bezpecnostnich a provoznich problému
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Top 5 cyber threats

Software specifically designed to gain access to a device or damage it without the owner knowing

Top malware families by type: 53
of detected malware
infections came through

compromised email

Cryptocurrency miner
Remote access trojan
Spyware
Botnet

Increasingly targets loT
(Internet of Things) devices

All available techniques regarding redirection of web browsers to malicious web sites
Top four source countries: Incidents involving Content

Us [ ‘ Management Systems (CMS
Netherlands = —=——"L increasing

Germany
France —

Web application/injection attacks

Feeding vulnerable servers and/or mobile apps with malicious inputs with the objective of injecting.
malicious code

51%- saL injection is the most Ol e i el

common attack breaches worldwide

0 . .
U0 of malware infections Phishing attacks on mobile devices

) ) have grown by an average of
72% of data breaches in 4

0 year-over-year since 2011
organisations

(Distributed) Denial of Services targets businesses and organisations by making system or networks unavaila-
bletoitsintended users

of attacks take place 559% of attacks last
in China less than 90 minutes.

Utoky na sitové sluzby, skenovani sité

nfikované zarizeni a komunikace botnetu s C&C
Anomalie sitovych protokolu (DNS, DHCP, ...
P2P provoz, TOR, vysoky upload, ...
DDoS utoky a zranitelnosti sluze
Spatné nakonfigurované sluzby
Prolamovani hesel

Skenovani portu
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Sit' je dnes opravdu pomala
Nacitani webovych stranek trva dlouhe minuty
Vzdaleni uzivatelé na home office nemohou
pracovat v IS




bits / s

=

Internetova linka je dnes
saturovana vice nez obvykle
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First Flows % Conversations port <-> port © L
Move left - Convers. IP:port <-> IP:port © H
& Move right Any IP address L .
(& Zoom all Source IP address [ Color. ST puration Source AS Flows, 0P
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HTTP Hostname o 20154111 8h, 53m, 102K 305.09K
UDP ICMP Other e J === 07:05:45  28.7923 Googlelnc. sy (1.6%)
1 | d HITE thet 38 | LG NE reeece 057U
HTTP Host Application L | mmm S0 shsm, cro. MK 200.79K
07:05:46 303055 SuperNetworks.r. 555  (1.3%)
..2 tonl) A"y VLAN label £ = 2015-11-11 Th 12m, T-Mobile Czech 3 (0.2%) 180.93 %
| ! Source VLAN label -] 08:39:05 46,624 5 Republic a.s. & (1.0%)
2015-01-11 8h, Mm, AS33891 135.05%
! v 20051 8h,5Tm, 61.54 K 1.28 M
| | [:0mee] 07:00:55  19.6235 O 30.3%)  (6.8%)
v Flows 202.23 K

20768

(14.6%) o8
1LMGE
(13.7%) o
1.44G8
(10.25) %
789.91 M8
(5.5%) Pl
332.51 e ~
(2.3%)
299.27 8 A
{2-1%)
249.24 M8 -
(1.7%)
245.28 e %
(1.7%)
191,79 M8 .
(1.3%)
935.32 w8
(6.5%) »
Bytes 14,13 G8

664351

527574

428639

204657

87402

65314

79239

52140

243345

1421

1488

766

Packets 18.78 M
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{,.,-f“'AktuaIizace Windows?
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\_Ane z naseho serveru WSUS? /

O Any Port (-]
M O Source Port (-}
) Destination Port o
1 L7 Application ©
§o HTTP URL ©
10M I #o HTTP Hostname L
@ | { §2 HTTP Host OS ©
= # HTTP Host Application ]
3 & Any VLAN label ]
w5 Source VLAN label e
o= Destination VLAN label e
O Any As e
Nov 11 2015 9:00 10:00 11:00 12:00 O Source AS ©
© Destination AS e
Color Stg'r;tm Duration Source AS Flows Input ‘ & Source MAC address e Bytes per
- — 'hd“u. & Destination MAC address @
i st Ao R [T TITT0 T vy T un
First Flows »
2 ey 2™ Commun ) Copy to fiter window e 56 664351 1478
LR / Rename
| ] Shs s Remesm— ] | | g
e e Plessersaidl U (L S~ e % a6 145

Start Time -
first seen
2015-11-11
07:15:01
2015-11-11
07:06:35
2015-11-11
08:06:41
2015-11-11
07:24:15
2015-11-11
08:16:02
2015-11-11
07:43:07
2015-11-11
07:40:29
2015-11-11
08:00:43
2015-11-11
12:04:27
2015-11-11
08:26:47

Duration

8h,41m,
4.6215s
8h,40m,
6.357 s

7 h, 50 m,
33.773 s
7h,41m,
53.019s
7h,43m,
2.050 s
7h,4m,
31.266 s
8h,18m,
23.623 s
7h,38m,
53.390 s
3h,54m,
42.020s
6h,53m,
34.327 s

Destination IP

address |
o
192.168.0.102

192.168.0.45 %
192.168.0.52
192.168.0.85 0
192.168.0.31

192.168.0.2‘?1
192.168.0.54 0 |

192.168.0.56 o

192.168.0.40 0 |

192.168.0.73 [
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Neexistuje jediné univerzalni reseni

Bezpecnost je zalezitost vyrovnane kombinace

Technologii, lidi a procesu

Posunem monitoringu infrastruktury na dalSi uroven
Sitovou viditelnosti, inzenyrstvim a troubleshootingem
Analyzou vykonu a reportingem

Vyplnenim mezery zanechané produkty zalozenymi na signaturach
Detekci a fizenim mitigace volumetrickych DDoS utoku
Odezvou na incidenty a plnym zachytem paketu na vyzadani
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Flow mon Zakaznické reference
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Dekuji za pozornost

Patricie Baronova

patricie.baronova@flowmon.com

Flowmon Networks a.s.
Sochorova 3232/34

616 00 Brno, Ceska republika
www.flowmon.com
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