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Platforma Synchronized Security a Strategie

Admin | Manage All Sophos Products & Self Service | User Customizable Alerts 90 Partner | Management of Customer Installations

Next-Gen Firewall Next-Gen Endpoint

Wireless =) Mobile
Email Server
Web Encryption

Cloud Intelligence

('53 Analytics | Analyze data across all of Sophos’ products to create simple, actionable insights and automatic resolutions

. . . URL Database | Malware Identities | File Look-up | Genotypes | Reputation | Behavioural Rules | APT Rules
Cg SOphOS Labs | 24X7X365, multi-continent Operatlon | Apps | Anti-Spam | Data Control | SophosID | Patches | Vulnerabilities | Sandboxing | APl Everywhere
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Synchronized Security - Koncept w

* Bezpecnostni komponenty jednaji jako system
* V\ymeéna informaci mezi komponentami

e Bezpecnostni stav zarizeni

* Prenosy aplikaci

e Kontext uzivatele
* Cile

» Zlepseni detekce hrozeb a aktivit hackeru

* Automaticka izolace hrozeb

* Ochrana kritickych dat

* Lepsi viditelnost aplikaci

SOPHOS



Proc potrebujeme
Synchronized Security?
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Zpracovani hrozeb bez Synchronized Security
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Hrozba je rozpoznana

Security
Admin
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.. @ analyzovana

Security
Admin

Soubory jsou zasifrovany
na souborovém serveru
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.. @ analyzovana

Security
Admin

..a citliva data odeslana
utocnikovi v internetu

m ............... I'EEDD O0OGC-

.
.
.
.
.
-

*
’0
*
.0
‘0
*
*
*
*
| D |

SOPHOS



.. @ analyzovana

ﬁ

Security
Admin

.. havic i ostatni endpointy
a servery jsou infikovany
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Securit H Endpoint admin musi najit a
Admln V o (] [V 4 V4 (]
L vycCistit postizené klienty a
Endpoint
Admin servery
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Akcelll
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Security ™ gfA Network admin musi najit a
Admin s ’

Endooint.  NETRGH zakazat porty na switchi pro

Admin  Admin postizené klienty
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Akcelll

Sec+rity LI Wi-Fi Admin musi zajistit, ze
Admin 1 LA LA infikovani klienti se nemohou
Endpoint Network WLAN pFipOjovat do Wi-Fi site

Admin Admin Admin
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Akcelll

1_ Firewall admin musi zabezpecit, ze

Security H—> 71% — - : :

Admin 1 ; s ‘ infikovani klienti nemohou nadale
Endpoint Network WLAN  Firewall pristupovat do internetu a DMZ

Admin Admin Admin Admin
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Akcelll

55  Backup admin musi
Al 1 ; 1 xA-’LA obnovit zasifrovana data

Endpoint Network WLAN  Firewall Backup JAS zélohy (pOkUd jl mé)
Admin Admin Admin Admin Admin
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Akcelll

Admin 1 ; 1 x LA €50 Nyni je informovan

Endpoint Network WLAN  Firewall Backup CISO...
Admin Admin  Admin  Admin  Admin
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Akcelll
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Endpoint Network ~WLAN  Firewall Backup .. Informovani managementu,
Admin Admin Admin  Admin  Admin v :
ze data byla odcizena
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Procedura pro bezpecnostni
incidenty
se
Synchronized Security
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Zpracovani hrozeb se Synchronized Security

Klienti, servery, mobilni zarizeni, WiFi
APs a firewally komunikuji primo se
sebou navzajem pomoci
SecurityHeartbeat
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Zpracovani hrozeb se Synchronized Security

V pripadé hrozby jsou vsechny
komponenty informovany a reaguji
automaticky

M Security Heartbeat™
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Zpracovani hrozeb se Synchronized Security

Klient izoluje sam sebe ...

M Security Heartbeat™
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Zpracovani hrozeb se Synchronized Security

Firewall presune klienta do Sitové
karantény a znemozni dalsi
komunikaci do internetu nebo
D1\ V4

yd

Security Heartbeat™
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Zpracovani hrozeb se Synchronized Security

Klienti a servery ve stejné siti
(broadcastové doméné) nemohou
nadale komunikovat

s infikovanym klientem

M Securlty Heartbeat™
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Zpracovani hrozeb se Synchronized Security

WiFi pristupové body nedovoli
infikovanym klientim pristup do
interni LAN sité

M Security Heartbeat™
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Zpracovani hrozeb se Synchronized Security

..a hrozba je vyresena..

e

Security Heartbeat™
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Zpracovani hrozeb se Synchronized Security

.. @ utok je analyzovan pomoci EDR. Nyni vime,
jak utok vznikl, zda se rozsiril a zda byla data

/ ukradena.
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Zpracovani hrozeb se Synchronized Security

) 3

Admin . I N _
..admin vidi, ze vse bylo automaticky

-
zabezpeceno a zadna data nebyla ukradena ..

[

Security Heartbeat™
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Zpracovani hrozeb se Synchronized Security

Admin .

..a Séf je spokojen, ze IT bezpecCnost

funguje.
N
ﬂ -------- /Securlty Heartbeat™ pessssas
“K‘ b _/
** , ”‘ \“
““ . ’0’, “‘\
LY ¢ Y

SOPHOS



Sophos XG

Firewall
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Filozofie desighu XG Firewallu

Zlepseny prehled

Filozofie designu XG Firewallu

Pfipraveno pro bézného IT managera
stfedni spolecnosti

Vse dulezité o co se musite starat — na
jednom prehledu se semaforovymi
indikatory

Na 2 kliknuti kamkoliv = Rychly pfistup k
podrobné;jsim informacim

Interaktivni widgety s podrobnéjsimi
informaci na prokliknuti

Zajistuje admintim jednotny
prehled vseho, co je dllezité

SOPHOS
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Control Center
Current Activities
Reports
Diagnostics

Firewall

Intrusion Prevention
Web

Applications
Wireless

Email

Web Server
Advanced Threat

VPN

Network

Routing
Authentication
System Services

Profiles

Hosts and Services
Administration
Backup & Firmware
Certificates

Control Center

v (SFOS 16.01.0

System

Active Firewall Rules

2

Traffic Insight

Reports

Messages

Warning

User & Device Insights
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Vyhody XG Firewallu

Co déla XG Firewall lépe a jak...

1. Blokuje neznamé hrozby

Cela sada ochran — vse jednoduse
Vysocevykonny IPS Engine
Sandboxing s Deep Learning

2. Vyzdvihuje skryta rizika

Prehledny dashboard & bohaté reportovani
Identifikace rizikovych uzivatellG (UTQ)
Identifikace nezndmych aplikaci (Sync App
Control)

3. Automaticka odezva na incident

Unikatni Security Heartbeat™
Integruje zdravi endpointu do pravidel
Automatickad izolace infikovanych systémd

SOPHOS
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Current Activities
Reports
Diagnostics

Firewall

Intrusion Prevention
Web

Applications

Wireless

Emall

Web Server

Advanced Threat
Synchronized Security

VPN

Network
Routing
Authentication
System Services

Profiles
Hosts and Services

Frotaction

Control Center

System Traffic Insight
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Sophos Central - Sprava @

Enterprise Dashboard Admin Samoobsluzny portal

[ Dashboard

A Aesa

Pristup koncového uzivatele

Sprava 'néscl)bm'/ch Skol / instituci ) Endpoint @ Wireless konc :
/organlzau @ Mobile @ ST * Emailova kar?ntena

* Licence _ _ * Pohotovostni Inbox

* Administratori & Server &9 Email Security * Obnova Sifrovani

* Bezpecnostni udalosti (@ Encryption @ Firewall * BYOD mobilni zarizeni

* Politiky
SOPHOS



Sophos Endpoint Protection

CENTRAL ENDPOINT
PROTECTION
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Advanced

Advanced with EDR

AV Signatures / HIPS / Live Protection

v

Device / Web / App Control

Data Loss Protection (DLP)

3rd Party
Endpoint
Protection

v

v

Malicious Traffic Detection (MTD)

4

Security Heartbeat

SN S

Deep Learning

CryptoGuard

WipeGuard

Anti-Hacker-Technologies (CredGuard etc.)

Exploit Protection

Root Cause Analysis
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Automatic / manual Client-Isolation
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SophosLabs Malware-Analysis

AN

Cross Estate Threat Searching
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Licence (per Server)

Intercept X Advanced Intercept X Advanced
for Server for Server with EDR

Central Server Protection

AV Signatures / HIPS / Live Protection

Automatic Scan Exclusionsl

Cloud Workload Discovery

Device Control
Web Control

Application Control

Data Loss Protection (DLP)
Malicious Traffic Detection (MTD)

Synchronized Security Heartbeat

Server Lockdown

CryptoGuard (Anti-Ransomware)

WipeGuard (Master Boot Record protection)

Active Adversary Mitigation (CredGuard etc.)

Exploit Prevention

Root Cause Analysis

Deep Learning

Cross Estate Threat Search

Deep Learning Malware Analysis

Advanced On-Demand SophosLabs Threat Intelligence

Forensic Data Export

On-demand Endpoint Isolation

Single-click ,,Clean and Block”

SOPHOS




Demo
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Recycle Bin Dokumente

Acrobat Reader DC Secrets
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Google Chrome
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Microsoft Word

Microsoft Outlook

g

prog

INT

EPT

A5 @ T4

ENG

3:46 PM
3/3/2017

L]



SOPHOS

Security made simple.



