Bezpecnost site zalozena -
na NetFlow/IPFIX
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Co to jsou flow data?

Moderni metoda pro sitovy monitoring — méreni flow dat
Cisco standard NetFlow v5/v9, IETF standard IPFIX
Zamereno na L3/L4 informace a volumetrické parametry
SkutecCny sitovy provoz flow statistik snizeny v pomeru 500:1

Google [ facebook.
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Flow Monitoring Principle

e O O

SRC & DST IP address
AR
SRC & DST port
Protocol number
Lifetime
Number of packets
Sum of bytes FlOW
Export
A Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 001 TCP 192.168.1.1:10111 -> 10.10.10.10:80 2 80
9:35:25.0 003 TCP 10.10.10.10:80 -> 192.168.1.1:10111 3 isB2 ...
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Urovné viditelnosti

= SNMP monitoring
« Mnozstvi pfenesenych dat, poCet paketu, nedostatecné

= Flow monitoring zalozeny na IP flows
« Viditelnost do slozeni provozu, detekce anomalii a reporting

= Analyza paketu
« Forenzni analyza a reSeni specifickych problému

Basic monitoring Flowmon

[ SNMIPP ] —=p- —=p | [Packet Analysis

- How much

- Detailed Analysis
- Basic troubleshooting

- On specific place
- At specific time
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Flow data vs. Analyza paketu

Analyza paketu Slabé stranky

» Pracuje ve vysokorychlostnich sitich

 Odolny vudi ifrované komunikaci * Chybi datova vrstva aplikace
AOWEEE . . Na&kdy nedostatek detailt

V'd't(?anSt ° p’oc!a\{avnl Zprav « Samplovani (smérovace, prepinace)
* Analyza chovani sité
* Plny provoz v siti
Analyza « Dostatek podrobnosti k reseni probléemu
paketd * Podpora forenzni analyzy
« Podpisove zalozena detekce

Neuzite€na pro Sifrovanou komunikaci
Obvykle pfFili§ mnoho detailu
* Velmi naroCny zdroj

Reseni?
= Vyuziti silnych stranek v jednom reseni

« Univerzalni a flexibilni sondy s viditelnosti do
vsech vrstev sitée — dlouhodoba strategie
Flowmon
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Architektura reseni Flowmon

Flowmon sondy
= Pasivni zdroj NetFlow/IPFIX dat

Flowmon kolektory
= Sber flow dat, report, analyza

Flowmon moduly

DD Dmendl
= a1 Elowmon
IPEIX/NetFlow kolektor
export

AKVM

Network Visibility
Troubleshooting

Network Security
Anomaly Detection

Application Performance
Monitoring

DDoS Protection
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Flowmon sondy

VSestranny a flexibilni exportéer flow dat
« V porovnani s tradiCnimi exportéry sonda obohacuje tradicni flow statistiky, diky tomu

Van'ad

= Nevzorkovany export v NetFlow v5/v9 nebo IPFIX
« Wire-speed, L2-L7 viditelnost, Zachyt paketu dle potfeby

- MAC « Standardni polozky « NBAR2 + SMBJ/CIFS
 VLAN  NPM metriky « HTTP * VoIP (SIP)
« MPLS  RTT, SRT, ... « SNI « Emall
 GRE tunnel « TTL, SYN velikost, ... « DNS  SQL

- OTV ASN DHCP

Geolokace
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Technologie Flowmon ADS
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Strojoveé uceni

Adaptivni
baselining

Heuristika

Vzory chovani

Reputacni
databaze
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Zdrojova IP.

. 112.90.18.105

. 112.91.30.17

. 121.10.112.17

W 183.61.138.105

. 210.73.221.181

W 112.90.18.105

. 112.90.18.105

W 112.90.18.105

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.66 MiB, packets: 65 559.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 MiB, packets: 58 379.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 B, packets: 58 266.

The traffic not belonging to any nternal network was.
detected (this may indicate spoofing). Transferred:
2.66 MiB, packets: 65 415.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.36 MiB, packets: 58 086.

The traffic not belonging to any internal network was.
detected (this may indicate spoofing). Transferred:
5.04 MiB, packets: 125 924.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
3.60 MiB, packets: 88 749.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2,60 MiB, packets: 63 126.

Cas.
2013-08-24
07:15:21
2013-08-24
07:15:21
2013-08-24
07:15:21
2013-08-24
07:15:21
2013-08-24
o7
2013-08-24
05:39:59
2013-08-24
03:38:31

2013-08-24
03:00:34

focathost

locathost

locahost

locathost

focathost

locathost

locahost

locathost

03 1.52.6.170, B 1.52.13.199, W 1.52.42.167, 0 1.52.59.
0 1.52.71.217, B 1.52.87.249, I 1.52.133.228, B0 1.52.

0 1.52.192.113, B 1.52.218.16, 1

W 1.52.54.212, W 1.52.109.106, B 1.52.167.73, W 1.52.
03 1.52.191.229, Iy 1.52.218.123, §0Q 1.52.220.241, i 1.5
0 1.52.241.199, B 1.53.8.41, 1,

W 1.52.1.176, B 1.52.2.100, B 1.52.7.105, MW 1.52.44.16
03 1.52.77.224, B 1.52.128.196, I 1.52.128.214, B0 1.52.
0 1.52.199.183, I 1.52.241.170, .

09 1.52.58.25, 0 1.52.85.224, IEW 1.52.86.18, BN 1.52.92.1
3 1.52.174.104, I 1.52.183.10, B 1.52.184.230, WM 1.52.
0 1.52.203.16, W 1.52.235.13, 100

W 1.52.28.245, B 1.52.44.63, W 1.52.112.109, B 1.52.1

W 1.52.177.97, M 1.53.40.147, I 1.53.58.10, BN 1.53.89,
0 1.53.122.157, i 1.53.221.26, ..,

I 1.52.4.138, B 1.52.12.103, I 1.52.28.61, MW 1.52.31.7)
0 1.52.42.130, W 1.52.44.24, W 1.52.48.142, I 1.52.67.)
R 1.52.80.34, 0

03 1.52.7.220, B 1.52.11.109, I 1.52.28.57, W 1.52.42.9)
W 1.52.95.134, W 1.52.114.14, J 1.52.115.205, J0 1.52.

W 15212210, 1,

W 1.52.12.16, B 1.52.77.184, I 1.52.104.14, B0 1.52.12
0 1.52.128.99, M 1.52.134.215, B 1.52.137.109, WM 1,
8 1.52.203.143, [0 1.52.209.197, 1y
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Analyza provozu z flow dat

Koncept sité jako sensor a nastroj pro dynamickou konfiguraci
Doplnuje se s metodami zalozenymi na signaturach

KliCova technologie pro odezvu na incident

Navrzeno pro praci v nejrychlejsich sitich

Mon Sep 11 20:50:00 2006 |[Flows/s any| protoco L Traffic By flows

I . || ]
1:00 100 Si00 Fi00 2100 11:00 1z:00 1500 1700 May 8

Statisticka analyza Pokrocilé algoritmy pro datovou analyzu
Detekce volumetrickych anomalii Detekce nevolumetrickych anomalii
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Hrozby

Detekce bezpeénostnich a provoznich problému
. Utoky na sitové sluzby, skenovani sité

Infikované zarizeni a komunikace botnetu s C&C

Anomalie sitovych protokolt (DNS, DHCP, ...)

P2P provoz, TOR, vysoky upload, ...

DDoS utoky a zranitelnosti sluzeb

Spatné& nakonfigurované sluzby

(]
= P rO I a m OVé n Il h esel Top 10 event types by priority (2013-10-21 14:21 - 201.
, o i2 Communication with blacklisted hosts (BLACKLI'
u Sce n Ova n I po rtu = [@ sSH attack (SSHDICT)
# E:;::t Timestamp sc
L@ soa TN mues

2013-10-21 % g 146.185

2 SSHDICT | 4 .40 (unknown)

# [B) Target hosts/ports anomaly (DIVCOM)
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Shrnuti

Neexistuje jedine univerzalni reseni

BezpecCnost je zalezitost vyrovhane kombinace
« Technologii, lidi a procesu
« Posunem monitoringu infrastruktury na dalsi uroven
« Sitovou viditelnosti, inzenyrstvim a troubleshootingem
= Analyzou vykonu a reportingem
« Vyplnénim mezery zanechane produkty zalozenymi na signaturach
» Detekci a Fizenim mitigace volumetrickych DDoS utoku
= Odezvou na incidenty a plnym zachytem pakett na vyzadani
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Partnerstvi s prednimi
technologickymi

spoleénostmi Jediny vyrobce uznany spolecnosti Gartner zaroven v
oblastech sit'ova viditelnost a bezpecnost

Ga rtner® MAGIC QUADRANT

e, @
cisco VvVmware

Eneck Lont
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— Flomen Zakaznické reference

N | Networks

SEGA SFAVC —mm

Vyrobce inovativniho reseni pro
monitorovani provozu, vykonnosti a & & DK
bezpecnosti siti

ORIFLAME  SIEMENS  SLOVENSKAS

Tofnics
Volkswagen orange
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1000+ Prvni 100G Silné R&D Evropsky
zakazniku sondy na zazemi pavod Raiffeisen
ve vice nez 40 svéte i
zemich
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Dekuji za pozornost

Monitorovani vykonu, viditelnost a bezpecnost
s jedinym resenim

Ing. Lukas Rauscher, Business Development Manager

[Uikas rauschen@ flowmon.com + 420 777 236 274

Flowmon Networks a.s.
Sochorova 3232/34

616 00 Brno, Ceska republika
www.flowmon.com
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