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Technologicka Spoluprace

Sdruzeni ceskych a slovenskych firem a experti zabyvaijicich se kyber.

bezpecnosti

NSM G CKB
NETWORK SECURITY MONITORING CLUSTER cluster kyberneficke{ bezpednost
Zalozeno 2010 Zalozeno 2018
22 clenvu 6 clenu

Vyrobci

Systémovi integratori

Konzultacni specialisté mil



Bezpecnost. Jak ji vnimame?
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Bezpecnost

Procesy

Analyzy rizik, procest a informaci

Kyberneticka bezpeénost

Incident Response

Skoleni

Monitoring

Security Operation Center
Network Behavior Anomaly (NBA)
Log Management

User Behavior Anomaly (UBA)

Rizeni privilegovanych prFistupy

(PIM/PAM)




Dokonala bezpecnost? Incident
Security Operation Center Response

SIEM a Analytika

- - Log Manqge - &

‘l

Firewall

N

IDS/IPS |

—
Sitové DLP

Infrastrukturni
PIM/PAM : ras.ru .urnl Flow monitoring Aplikaéni monitoring
monitoring

EndPoint
Security (AntiX
+ DLP + EDRIM)

AXENTA



P I q n IDENTIFY (4]
your assets PROTECT

your assets

THE 5-STEP

RECOVER APPROACH
normal

operations
DETECT

incidents

RESPOND

with a plan



SOC a SOC 2.0 by AXENTA a.s.

Analytics - Future of Security Monitoring
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Kyberneticky zakon

» Fyzickd bezpeénost

» Ochrana integrity komunikaénich siti
»» Ovérovani identity uzivateld

» Rizeni pfistupovych oprévnéni

» Ochrana pred $kodlivym kédem

» Zaznamendvani ¢innosti
) Detekce kybernetickych bezpeénostnich udalosti

» Sbér a vyhodnoceni kybernetickych bezpecnostnich udalosti
» Aplikaéni bezpeénost

» Kryptografické prostiedky

» Ostatni technologie podporuijici org. a tech. opatfeni




Co je to SOC?

SW + HW

Log Management - auditni stopa

Detekce sitového provozu — vidét pohyby v siti
EDR — vidét ¢innosti na koncovych zafizenich
SIEM - detekce, reporting, dashboardy

Dalsi vstupy - IP plany, CMDB, zranitelnosti apod.

Procesy = Interni predpisy a postupy = E
Provoz 24/7 & | | 3 “ii“""“"
Runbooks : |

Service Desk / Help Desk -

Ticketing

Lide!!

Kontinudlni vzdélavani, kultura bezpecnosti, atd.




Co je to SOC? A hlavné co neni SOC!

Security Operation Center

Bezpecnostni Provozni Centrum

SOC neni Managed Security Services

Externi a Interni penetracni testy

FW konfigurace
WAF, NAC, DLP...

SOC + Incident Response = CSIRT
Redeni incidentd
CSIRT tym pro forenzni Setfeni

SOC & ZoKB

+ /- 85 pozadavky, vice nez polovina pozadavkd
mimo rdmec SOC




Co je to ,,bezpecnostni dohled jako sluzba‘‘?

REPORTY, ALERTY

LOGY

DASHBOARD ZAKAZNIK

3
TICKETY
POZADAVKY

T



Coje to ,,SOC 2.0%?

° Threat Inteligence @ Advanced Analytics

DNS Firewall
User and (E)ntity Behavior Analytics

Global EARLY-warning system

Tactical
Technical Network Behavior Analytics
Operational Machine Learning | Statistics /| Baselines

Malware Information Sharing Platform (MISP) Time

Biometrics (Keystroke, Mouse Movements)
Poieni al Threats and Risks

i |\.| il

Unused Access

93/ ¢

Investing in User Behavior Analytics x
www.axenta.cz AXENTA

Honeypots




Software

Event Management, SIEM, UBA, NBA, Provozni
monitoring, Ticketing, Dashboardy
L /e Analytika
Hunting Unknown Unknowns
Reporting /KPI

Threats Exchange
Runbooks/The Hive

Central Console | Dashboards | Reports | Incident Response | Orchestration IDENTITY Lidé

MONITORING

PROCESS

Investigate Profiling

Dotz | [V Lidské zdroje
Analytics ||=

Log Management Team s fokusem na zdkaznika

Procesy

r T — Incident Response, konzultace, tvorba obsahu,
Context Information Operations VZd e | avani

Community Ticketing

111

[t

| NNV UBA + NBA
| “ (b + Honeypots

CORRELATION &
ANALYTICS

Smart Connectors EEOUEHER Monitoring L

Assets IDM CSI RT

or loT Physical Bl PIM/PAM  Audit + VA
Endpoint

CUSTOMER
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