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Forbes.com 

Co se stalo ? 

V pondělním ranním oznámení 
společnost Avast uvedla, že její vnitřní síť 
byla narušena pomocí uživatelského 
jména a hesla pro VPN dočasný účet. 
Účet byl omylem ponechán otevřený a 
nevyžadoval druhý faktor autentizace, 
což poskytuje snadný přístup k 
počítačům Avastu. 
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The  
Reality 

The 
Perception 

94% 

of enterprises say their perimeter security 
technology is quite effective at keeping 
unauthorized users out of their networks. 

of enterprises aren’t confident their data 
would be secure after a breach. 

Source: 2017 Gemalto Data Security Confidence Index report 

65% 94% 

Would your data be secure after a breach? 
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Move security beyond the perimeter to defend what’s really under attack 

 

OWN & SECURE ENCRYPTION KEYS  
 
• Manage key lifecycle 
• Store keys securely 
• Manage cryptographic resources 

CONTROL ACCESS 
 
• Manage and ensure appropriate access to 

resources across enterprise environments 
• Provide strong multi-factor authentication to 

corporate resources 

ENCRYPT SENSITIVE DATA 
 
• Secure data at rest and data in motion 
• Secure data across cloud, virtual, and on-

premises environments 
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IDENTITY THEFT UNENCRYPTED DATA 

Main cause of attacks Main cause of damages 

69% 

of breach  

incidents  

came from  

identity theft  
95% 

of breaches involved 

unencrypted data 

The main causes of cyber threats 
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Ochrana Identit a kontrola 
přístupu k datům 
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Nejčastějším cílem útoku jsou uživatelská ID a hesla 
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New threat example – Artificial Intelligence 

▌Deepfake (a portmanteau of "deep learning" and "fake") is a technique 

for human image synthesis based on artificial intelligence.  

UK-based 

energy firm 

was duped 

out of 

$243,000 

through a 

sophisticated 

deepfake 

voice scam 

https://en.wikipedia.org/wiki/Deepfake
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MFA  

▌Increase security 

▌Reduce Risk of Data Breach 

 

▌User Inconvenience 

▌Have to have Token – hw, sw, sms   

SSO  

▌No additional security 

▌Risk to gain access to 

sensitive data 

 

▌User Convenience 

▌Not need to login twice 

Safenet Trusted Access 

▌The best of both combining SMART SSO and MFA 
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SafeNet Trusted Access 

APPLY ASSESS 

Assess which 

access policy 

should be applied 

Apply appropriate 

access controls, 

with smart single 

sign on 

IDENTIFY 

Validate user’s 

identity  

1 

2 3 

SafeNet Trusted Access allows organizations to manage access to cloud applications by validating identities, 
determining levels of trust and applying appropriate access controls each time the user accesses a cloud 
service.  

OTP Push SMS 

Hardware PKI 

Biometric 
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Automated Workflows Triggered by User Store Changes 

 

User  

Changes 

Directory 

Server 

LDAP  

Agent 

LDAP  

Rules 

SafeNet Trusted Access 

When a user is added, or moved to a new group, 

changes are synched via the LDAP agent 

1 

Groups 

User is authenticated 

to resource by SafeNet 

Trusted Access 

5 

Based on their group's policies (LDAP 

rules), user receives self-enrollment 

and token activation emails  

2 

User accesses an 

enterprise resource 

4 

User completes 

self-enrollment 

and token 

activation 

3 

Users 

Self Enrollment 

Enterprise Resources 
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C-Suite 

Users/Groups Target Apps 

Define Policies 

• Scenario-driven 
• Compliance-focused 
• Based on context & risk 
• Set Auth rules by policy Monitor Risk 

Adjust 

IT Admins 

Standard Users 

C-Suite 

MFA – multifaktová autentizace s kontextem  
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Windows Integrated Authentication 

▌ SafeNet Trusted Access can use Windows login to the enterprise  

As an authentication factor in the SSO session 

▌ Enhances convenience: 

 No need to authenticate again after logging in with your Windows domain password 
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PKI/Certificate Based Authentication 

 Enforce high assurance security across 
cloud and web apps 

 Simplify access for users with cloud and 
web single sign-on (SSO) 

 Elevate trust with a choice of PKI and OTP-
based authenticators 

 

 

 

 

 

PKI 
Extend certificate-based authentication to cloud apps 
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