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I Thales’ new Digital Identity & Security
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Forbes.com

Co se stalo ?

V pondélnim rannim ozndmeni
spolecnost Avast uvedlaq, zZe jeji vnitrni sit
byla narusena pomoci uzivatelskeho
jmeéna a hesla pro VPN docasny ucet.
UcCet byl omylem ponechdn otevreny a
nevyzadoval druhy faktor autentizace,
coz poskytuje snadny pristup k
pocitacUm Avastu.

&L avast

Avast has suffered a breach of its internal IT network thanks to what it calls a sophisticated

hack. PHOTO ILLUSTRATION BY RAFAEL HENRIQUE/SOPA IMAGES/LIGHTROCKET VIA GETTY IMAGES

Avast has become the victim of a cyberespionage campaign that saw
hackers gain deep access to its network. But the Czech company, which
has more than 400 million customers for its various antivirus and

cybersecurity products, claims the damage is limited.
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¥ Would your data be secure after a breach?

The

The

of enterprises aren’t confident their data
of enterprises say their perimeter security would be secure after a breach.
technology is quite effective at keeping

unauthorized users out of their networks.

Source: 2017 Gemalto Data Security Confidence Index report
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I Move security beyond the perimeter to defend what's really under attack

OWN & SECURE ENCRYPTION KEYSi

ENCRYPT SENSITIVE DATA * Manage key lifecycle

* Store keys securely
* Secure data at rest and data in motion * Manage cryptographic resources
* Secure data across cloud, virtual, and on-

premises environments
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CONTROL ACCESS

resources across enterprise environments
* Provide strong multi-factor authentication to
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B The main causes of cyber threats

Main cause of attacks Main cause of damages
IDENTITY THEFT UNENCRYPTED DATA
69%

of breach
Incidents
came from
identity theft

of breaches involved
unencrypted data
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B Nejéastéjsim cilem Otoku jsou vZivatelskd ID a hesla

Cyber Risk
Analytics

2019 MidYear QuickView

Data Breach Report
Issued August, 2019
Data as of July, 2019

What Did Breaches Look Like So Far in 2019?

3,934

4,000

3,000
The breach trends observed in the first quarter continued and remained strong as we moved through the pors 2328 o P
midway point of the year. The disclosure rate for publicly reported breaches continued its breakneck pace, ..
jumping to over 3,800 breaches in the first six months. This represents a 50% or more increase over each of the . o
prior four years, begging the question: why? i

1,000

The interest in user credentials is the key. Troves of username and password combinations continue to become

available on forums and file sharing sites while phishing for access credentials - a perennially popular method AR e
for gaining access to systems and services - has surged in recent months, proving once again that tried and true SO A

. . . . . Figure 1: The number of breaches (in millions) added by Q2 in the past 8 years.
social engineering techniques still produce results for attackers. ) T
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I New threat example - Artificial Intelligence

| Deepfake (a portmanteau of "deep learning" and "fake") is a technique
for human image synthesis based on artificial intelligence.

UK-based
energy firm
was duped
out of
$243,000
through a
sophisticated
deepfake
voice scam

SITE DETAT EN FRANCE
UNCKER A L'ELYSEE POUR MONTRER UN FRONT UNI

Xi Jinping Justin Trudeau
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https://en.wikipedia.org/wiki/Deepfake

¥ MFA

| Increase security

] Reduce Risk of Data Breach

SO

| No additional security

| Risk to gain access to
sensitive data

Safenet Trusted Access

| User Inconvenience

| Have to have Token - hw, sw, sms

] User Convenience
] Not need to login twice

] The best of both combining SMART $SO and MFA

i
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Login request from
Acme Access Portal

I SafeNet Trusted Access

Biometric oTp Push teia

Just now
Austin, TX, United Stat
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Apply appropriate Assess which
access controls, access policy ' ‘ ‘
with smart single should be applied : =

sign on

SafeNet Trusted Access allows organizations to manage access to cloud applications by validating identities,
determining levels of tfrust and applying appropriate access controls each time the user accesses a cloud

service.
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I Automated Workflows Triggered by User Store Changes

User Directory LDAP
Changes Server Agent

When a user is added, or moved to a new group,
changes are synched via the LDAP agent

User completes

self-enrollment

and foken Based on their group's policies (LDAP
activation rules), user receives self-enrollment

and token activation emails

User is authenticated
to resource by SafeNet
Trusted Access

awETs
=

User accesses an
enterprise resource I I I /0\ L E 5
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¥ MFA - multifaktovd autentizace s kontextem

Google

G Suite

JOffice365 Lo
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Wzendesk

X & @ cSirln;jareFile

JIRA Confluence
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¥ slack  servicenow

IT Admins
i Users ©

All Users @ Any of these User Groups:
Standard Users

C-Suite

© Applications @

Target Apps

All Applications '@ Any of these Applications:

Users/Groups

X X X

SafeNet Trusted Access ~

Dashboard ©

Access Attempts: History

Last 30 days

W Grant=d Ml Failed

Policy Scope Default Requirements

VWhen an access attempt occurs, then access is

@ Granted
Denied

After authenticating using the factors

| Password o

Once per session
@ Every access attempt

v Token Based Authentication (OTP) &

Once per session
@ Every access attempt

Define Policies

30Days 15 Days Today

Scenario-driven
Compliance-focused
Based on context & risk
Set Auth rules by policy

Access Attempts: per Policy Lest 20 days
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¥ Windows Integrated Authentication

| SafeNet Trusted Access can use Windows login to the enterprise
» As an authentication factorin the SSO session
| Enhances convenience:

» No need to authenticate again after logging in with your Windows domain password

AT .
® Kerberos (Domain Password Passthrough) When an access attempt occurs, then access is

® Granted
Step 1: Active Directory Setup Denied
Step 2: STA Selup
After authenticating using the factors
Keytab File
Uplaad s keytab Fle generated wilthin Active Directory in Slep 1. « Password o
9 Active Directory Keytab Flle ® Once per session
: Hide details ~ Every access attempt
ACTIVE DHRECTORY DOMAIN FRINCIFAL MAME ¥ Allow Kerberos (Windows Password Passthrough) e
fetat Fle . exarnpla.com. local HT TP dp.gemalto.com Eactivedirectorydomain,com. local
=1 v+ Token Based Authentication (OTP) o
— Client Attribute Mapping
Please select which attribute should be mapped against the username entered during autherbcation. Once per session
CLIEMT MAME @ Every access attempt
PN
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¥ PKI/Certificate Based Authentication

Extend ceriificate-based authentication to cloud apps

= SafeNet Trusted Access ~

g ‘ 8 v ‘ (B Rburrougheine v

Authentication Certificate-Based Authentication

. L & Policies and scenarios
Integrated Windows Authentication

Ker Certificate-based authentication is not yet enabled in your policies.

Certificate-Based Authentication Trusted Issuers:

Soft certificates and smart cards authenticators
Acme VALIDITY PERIOD
Jan 20, 2018 - Jan 20, 2020

© Add Trusted Issuer

|20

REVOCATION CHECK
ON

O

PKI

Enforce high assurance security across
cloud and web apps

Simplify access for users with cloud and
web single sign-on (SSO)

Elevate trust with a choice of PKI and OTP-
based authenticators
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