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Kaspersky ochrana — nejvice testovana, nejlépe ocenovana.

V roce 2018 se produkty Kaspersky Lab zucastnily 88 nezavislych testu a recenzi. V 73
pripadech obsadily prvni misto a v 88% skoncily v prvni trojce.
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* Notes:

» According to summary results of
independent tests in 2018 for corporate,
consumer and mobile products.

» Summary includes independent tests
conducted by: AV-Comparatives, AV-Test,
SE Labs, MRG-Effitas, Virus Bulletin, ICSA
Labs, PCSL, NSS Labs.

* Tests performed in these programs assess
all protection technologies against known,
unknown and advanced threats.

» The size of the bubble reflects the number of
1st places achieved.
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Global Transparency Initiative: Kaspersky Lab
moves data processing to Switzerland

Kaspersky Lab opens a data center in Switzerland for the secure storage and processing of information received from
users in many regions — with more countries to follow.
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Integrated cybersecurity
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STUPNICE NARUSTU HROZEB
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1 1 1 +300,000
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+360,000

Kaspersky detekuje vice nez 360,000 novych
unikatnich

Skodlivych souboru denné.

Kaspersky | Security Awareness Programs
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Skladba kybernetickych hrozeb

:
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Kybernetické
zbrané

0.1%

9.99%

Cilené hrozby

90.

Bézna kyber kriminalita

APT — pokrocilé persistentni
hrozby a utoky,

Cilené utoky a pokrocily
malware

,D&Zné* hrozby
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Hlavni rizika obchodnich spolecnosti v roce 2018

L

SNER AT £

Kybernetické hrozby

2018

http://www.agcs.allianz.com/assets/PDFs/Reports/AllianzRiskBarometer2018.pdf

Business interruption
(Incl supply chain interruption)

§ 0N
Cyber incidents
(0.9 cyder cme, IT fallure, data breaches)

Natural catastrophes
(e.g storm, flood, earthquake )

Marketdevelopments g

(e.g. volatiity, intensified competition / new entrants
MEA, market stagnation, market fluctuation)

Changes in legisiation and = 2w 2nm

regulation
(e g govemnment change, econOMIc Sanctions.
protecbonism, Brextt, Ewo-zone disintegration)

Fire, explosion

New technologies oA

(0.9 impact of increasing nterconnectivity, nano-
technology, artificial inteligence, 3D printing, drone)

Loss of reputation or
brand value

Political risks and

. violence

(0.9 war, terrorism, cavil commobtion)

Climate change /
Increasing volatility
of weather

kaspersky
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UZIVATELE JSOU TEN NEJSLABSI CLANEK

@

Az 80% vSech kybernetickych incidentt jsou zplisobeny lidskymi chybami.

Spolecnosti utraceji miliony za jejich napravu.

Kaspersky | Security Awareness Programs
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Lidsky faktor jako vyznamna bezpecCnostni hrozba

Chovani zaméstnancu je pro organizace vyznamna IT bezpecnostni hrozba, navzdory tomu, Ze jsou
iCni zpusoby Skoleni zaméstancu.

$1,057,000 $101,000 w0 $400

v Enterprise organizaci v SMB na zameéstnance a rok

* Report: “On the Money: Growing IT Security Budgets to Protect Digital Transformation Initiatives . Kaspersky Lab, 2019
Kaspersky |Security Awareness ** Report: “Human Factor in IT Security: How Employees are Making Businesses Vulnerable from Within”, Kaspersky Lab and B2B International, June 2017.
** Calculations based on Ponemon Institute, “Cost of Phishing and Value of Employee Training”, August 2015.



Nezajimaveé a neefektivni
pro zameéstnance:

2\ Povazovan za obtizné, nudnée,
nedulezité.

(1]

Vétsinou je to o : ,co nesmite
nez ,jak na to"

Ugastnici si po $koleni nic
nepamatuji

@ Cteni a poslouchni neni
efektivni

O @

LR,
Bl

R

Pritéz pro administratory:

Jak vytvorit vzdélavaci program a
nastavit cile Skoleni?

Jak zvladnout proces vzdelavani?

Jak kontrolovat prubézné vysledky?

Jak oslovit zameéstance aby se
zapojili do skoleni



Kaspersky
vzdelavaci programy kybernetické bezpecnosti

Praktické dovednosti misto jen
znalosti

PC orientované, jednoduché na
spravu a doruceni, skvely
reporting.

Redukuje pocCet
lidskych chyb a
selhani az o

/ \

ASAP

Automated Security
Awareness Platform

Priklady z realného sveta &
praktické cviCeni —
zaméstnanci jsou motivovani a
zapojeni do vzdélavaciho
programu

@ For all Employees

@ Skills on personal cyber hygiene

KIPS

Kaspersky Interactive Protection Simulation

Jednoducha sprava pro
administratory a efektivni pro
organizaci

For Senior Managers @ @ For IT Professionals

Strategy and corporate support @ @ First line of incident
response

kaspersky




kaspersky

Kaspersky Automated Security
Awareness Platform (ASAP)

k-asap.com

Automated cybersecurity skills development platform:

Effective training for employees
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TRYNOW  CONTACTUS ENGLISH v
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- - "’I/ X
@ . Kaspersky Automated
Security Awareness .
Training .

An easy-to-manage online tool which builds employee’s
cybersecurity skills level by level

Kaspersky Automated Security Awareness Platform (ASAP) is
created by leading cybersecurity experts to protect your
business

Launch your awareness program online in just a few steps

‘ TRY NOW >

Free trial
Kaspersky | Security Awareness k -as ap .Com

View Demo

A
I View Datasheet



Automated Awareness Platform

Motivation

/ \ 5 All types of training elements are auto-
scheduled and assigned automatically

Phishing test Lesson » Aligned around developing the same skills at
the time
» Logical and based on the specifics of human
\ / memory
Knowledge Reinforcement
Test

Kaspersky | Automated Security Awareness Platform

lkaspersky



ASAP provides full training management
automation

What you need to start training on ASAP?

Automated
training

Divide users by

Upload users risk profile &
set target level

management
done by ASAP

This is the only step
you need to think and
make decisions

All the training management
is done automated by the
platform

All the rest:

- individual scheduling

- appointments and individual weekly training reports for employees
- reqgular reports for the administrator

Will be done automatically by the platform without a manager intervention.

Kaspersky | Automated Security Awareness Platform

kaspersky



Clear actionable all-in-one dashboard...

Everything you need in one page

ROUTINE TASKS STUDENTS NEED ATTENTION LICENSE CONTROL

MY ACTIONS WHO NEEDS MY ATTENTION? USERS & LICENSES
| Add new users | . Studying 14
| Import Users |
Behind Unassigned 130
schedule
| Add to training | D g
alse
Total users 147
| Resume Training |
| Download report | @ Can not finish on time 1 10
® Ssignificantly behind 0 e et
schedule licenses
n Behind schedule 16
® Going well 0
@® Ahead of schaduls 0

Kaspersky | Automated Security Awareness Platform

kaspersky



Report just in 1 click

You can download report anytime from the admin’s main page just in 1 click

USERS’ PERFORMANCE REPORT EXAMPLE

Total users 1500
Study status for each one:

Unassigned 17
Studying 1483
Paused 0
Completed 0
Archived 0
Licenses in Use 1483

Who needs my attention?

Study Speed Number of Users Reasons For Falling Behind  Number of Users

Total Studying 1483

Ahead of schedule 31

Going well 1386

Behind schedule 58 Do not take tests 3
Fail tests 55
Never entered the platform 0

Significantly behind schedule 8 Do not take tests 6
Fail tests 2

Never entered the platform

Do not take tests
Eail tecte

Ka_sperskyl Automated Security Awareness Platform

Can nof finish on time 0

ot ol

kaspersky

PLATFORM INTERFACE

EXAMPLE
MY ACTIONS

Add new users

Import Users

/ \

K Download report jl)

\ /




Kaspersky Automated Security Awareness
Platform (ASAP)

G5 PasSw, . .
.\\eoe*“‘e °°Seo% As 350 lessons structured by 3 levels of complexity and 6 topics:
W Oooo
K
Passwords and accounts » Social networks &
Email messengers
Web browsing PC Security

Mobile devices

PC Security
jlew3

Various phishing templates

Available in 9 languages

kaspersky

Free trial: k-asap.com



kaspersky

LESSON'S INDEX EXAMPLE

Pag.
S,
Orov

Kaspersky Lab’s expertise and
experience in cybersecurity are at the
heart of creating a cybersafe behavior
model - skills an employee must have so
that, through ignorance or negligence does
not harm the company

350* specific skills

PC Security

® Lesson

» What endangers my email? "’%& o

Hu_ndreds of !essons*coverlng 1 or more » Whom can you tell your email password?
skills, 350 skills total « What should | o if my email is hacked?

= What kinds of passwords should | use for my email accounts?

= Why is it important to use different passwords for your personal and work email accounts?
= What kinds of information should not be sent over email?

= What should you look out for if you're asked to enter your email password?

* By the end of 2019; 300 at the moment « Can | open any link from email?
« Are all attachments good to open?

« What should | do about my email accounts today?

Kaspersky | Automated Security Awareness Platform




Relevant for everyday employees’ job

« Learn what you need to know, based on the role and risk profile

« Practical skills in every lesson that can be put in immediate use

LESSON'S CONTENT EXAMPLE

® Lesson

« Canviewing a webpage be dangerous? & eooo%
+« Do | need to update OS and browser? ’
« What is the right way to update my software?
» Which downloads to accept?

« What kind of browser extensions to install?

PC Security
3
(=4
g3
[~}

o
ig
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Qg
m 9
& 3
=
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+ Which sites deserve leaving immediately?
« How to respond to security warnings?
« Why and how to check files you are downloading %,

« How can | be safer when surfing the web?

Kaspersky | Automated Security Awareness Platform

lrew3

kaspersky



Continuous training process

Different training elements complement each other developing the skill

INTERACTIVE LESSONS

WHAT KINDS OF INFORMATION REQUESTS SHOULD |
LOOK OUT FOR?

from noreply@bofa.com

ject Bank of America M ge from Tech Support
to FRERAEN

Dear Valued Customer,

To access information on your Bank of America card, and about othg
regarding banking and making transfers using online banking, contg
clientele support operator on Facebook.com:

Motice that there are some very awlkwardly phrased sentences, typos, and grammatical mistakes in the letter, and also notice

that there is a link a Facebook account, and a misleading name of the CVV code on the back of your card.

Kaspersky | Automated Security Awareness Platform

REINFORCEMENT

+ TEST

Select the correct answer and press
ANSWER

You got an email from a corporate address of one of your clients, but you don't recognize
the name of the sender. They introduced themself as a new lawyer with enterprise and
offered to organize a meeting to meet and start your cooperation off on the right foot.

Should you respond to the email?

Dear John, No. It's just a story to convince me to give the sender access to my confidential )
information.

Right now, while you are reading this email, we want to remind you about
the email security rules you recently learned

Yes. | should write to them and set up a meeting.

PHISHING SIMULATOR

Subject: Hello John! Your new Dropbex account
From: Dropbox no-reply-dropbox@corp-email.info
To: user@(company name).com

3

<>

Hello John!

You have registered a new account with Dropbox. If this was you,
change your temporary password to a permanent one by following the
link:

Reset your password

If you don’'t want to change your password, or if this request was made
by someone else, immediately go to the Security Center and cancel the
action: scammers could be acting on your behalf.

Please do not forward this message to anyone, otherwise your account
security could be put at risk. In our help center, you v
security information.

Use with easel I(a Spe rSI(y

@@O000006
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ASAP additional benefits



Training materials are adaptive / mobile

ready: study from any device

6.

Can | tell my passwords to othe: X +

c

& http

pp.k-asap.eu/play

Oftentimes pecple underestimate the importance of
keeping their passwords secret. They often tell
themseives, "Well. $0 what if someone gains access 1o
my Facebook page? There's nothing on there anyway.
What harm <ould come o me?”

~a% @o@ AT
@ Svetiana Kol

They willingly reveal their passwords to thelr friends and
family. write them down on notes and post them to the
moniter, save them in brewsers 10 make signing in easier.

All of that makes it easier for scammers to access their
personal accounts, and it's not as hammless as it might
seem at first.

Kaspersky | Automated Security Awareness Platform

WHY DON'T PEOPLE KEEP THEIR PASSWORDS
SECRET?

Oftentimes people underestimate the importance of
keeping their passwords secret. They often tell
themselves, "Well, so what if someone gains access
to my Facebook page? There's nothing on there
anyway. What harm could come to me?"

© Copyright 2019 Kaspersky Lab Disclaim®




ASAP supports MSP model

* License starting from
« Manage multiple companies under
license pool
based on the cumulative license number

v Flexible — no need to credit your customers
v' Scalable — you can easily add or reduce the number of licenses your customers need

v' Pay-as-you-go — customers are invoiced at the end of a month, based on the number of
ordered licenses

with rights management (*)

Kaspersky | Automated Security Awareness Platform



Try iton: k-asap.com

£l Can | tell my passwords to othe: X

WHY DON'T PEOPLE KEEP THEIR PASSWORDS
SECRET?

Oftentimes people underestimate the importance of

keeping their passwords secret. They often tell

Oftentimes pecple underestimate the importance of ingly reveal their passwords to thelr friends and

keeping their passwords secret. They often tell write them down on notes and post them to the

themseives, "Well. so what if sSomeone gains access to moniter, save them in brewsers 10 make signing in easier.

my Facebook page? There's nothing on there anyway.

What harm could come 1o me?” All of that makes it easier for scammers to access their
personal accounts, and it's not as harmless as it might
seem at first.

themselves, "Well, so what if someone gains access
to my Facebook page? There's nothing on there
anyway. What harm could come to me?"

t 2019 Kaspers

© Copyright 2019 Kaspersky Lab Disclaim®

Kaspersky | Automated Security Awareness Platform




Kaspersky
Security Awareness - CITO

/ \

ARYA

Automated Security
Awareness Platform

Efficient training for general

IT specialists

Reduces
the number of human
errors by up to

@ For all Employees

@ Skills on personal cyber hygiene

KIPS

Kaspersky Interactive Protection Simulation

CITO

Cybersecurity for IT Online

https://cito.cloudapp.net/

For Senior Managers @ @ For IT Professionals

Strategy and corporate support @ @ First line of incident
response

Kaspersky | Security Awareness Programs

kaspersky


https://cito.cloudapp.net/

IT Specialists — new role and responsibilities — Now and then

Now

Aaah!
Something
went wrong

_ |m“-ﬂ =

User

Should be

Aaah!
Something

went wrong b

IT Support/Admins

User

IT Support/Admins

- Reboot,

[t seems we
are safe

IT Security

We are really
safe now!

I | Y

IT Security

KASPERYKYS




Cybersecurity For IT Online

Training outcome Training audience

« Critical thinking on IT Security Service desks

« Knowledge of hacker’s tools and « IT/ network professionals

techniques _
 IT Security

« Basic skills of threat analysis .
 Local administrators and other

 Knowledge how to help Security technically advanced staff

department during incident response



4 modules, ~ 30 practical exercises

Malicious Software Potential unwanted Programs

Verification of existence or absence of Working with event monitors of the systems
incident related to malware and sandboxes. Using statistical engines
(virustotal). Removing PuPs

#Processhacker, #Autoruns, #Fiddler, #ProcessMonitor, #Cuckoo, #Virustotal
#GMER

Phishing Incident Response Investigation Basics

Phishing emails lookup. Verification of the Incident localization, data collection,
incident related to phishing. OSINT collecting digital evidence, log and timeline
analysis

#ExchangeComplianceSearch , #Robtex,
#Whois, #GoogleDorks #EventLogExplorer, #Autopsy, #FTK-Imager




Cybersecurity For IT Online

Awareness => incident response training

Target audience: IT generalists (IT support, service desks, etc

= Malware Hunting ,‘;'", - EDUCATION PROGRESS

Security Awareness Online
Training for IT people

BASIC HEURISTICS
= Empower “first line of defense” in
the cyber incident response

= Decrease the number of incidents
caused by misconfiguration
NINEVES

to repeat the theoretical part,

= Develop the critical thinking for IT
teams on cybersecurity

Enter suspicious process PID:

TAKE A HINT
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THEORY

s d] DETERMINING LOCATION USING PROCESS HACKER

Raght-click t
menu and se

(D) O on e prescminm s kx & scquontal shody 01 swionets o exe SRCE kyboed by Nsticlous Software & - .

BASIC HEURISTICS
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Kaspersky
Security Awareness - KIPS

/ \

ARYA

Automated Security
Awareness Platform

Kaspersky Interactive Protection Simulation

Reduces
the number of human
errors by up to

@ For all Employees

@ Skills on personal cyber hygiene

KIPS

Kaspersky Interactive Protection Simulation

CITO

Cybersecurity for IT Online

80%

For Senior Managers @ @ For IT Professionals

Strategy and corporate support @ @ First line of incident
response

Kaspersky | Security Awareness Programs

kaspersky



Cybersecurity today — lost in a ‘corporate bermuda triangle’

CEO

SECURITY

IT & BUSINESS MANAGERS

Focused on business efficiency, automation,

Does not see how .
new technologies

cybersecurity spendings
relate to Revenues

Focus on protecting the confidential
information

Many security controls are
under IT management

Mutual understanding and daily attention to cyberthreats between
these 3 are crucial to successful cybersecurity in the modern business

KASPERYKY'3



KASPERSKY INTERACTIVE PROTECTION SIMULATION

- Senior managers

For IT, Business and Security — strategy simulation
for cybersecurity decision-makers. Corporate

Fun, engaging and fast (2 hours)

Team-work builds cross-divisional co-operation

Industrial
Competition fosters initiative & analysis skills
Gameplay develops an understanding of cybersecurity measures and strategy Financial
Teams compete at running a simulated enterprise and earning money
Government

KASPERYKY'3



KASPERSKY INTERACTIVE PROTECTION SIMULATION

IR N T

4015]

a
s B T )
S

Web Console

Game Board

Action Cards

KASPERYKY'3



Training process overview

Game rules and
housekeeping
explained

Trainer tells about the game and
its rules, trainees listen and follow
slides on a big screen or via
WebEX.

KIPS is played by
teams

Players read news and decide on
actions by choosing cards
according to their strategy and
budget and time limitations.

After each turn a rating is
updated.

Trainer facilitates, encourages
and controls timing.

Ideal scenario unveiled
and lessons learned

Trainer tells about threats met by
players, unveils the ideal scenario
and draw participants to
conclusions and practical
takeaways.

Results announced —
congratulations to
winners!

Participants can be invited to
share results and photos on
social media.

KASPERYKY'3





http://www.computerweekly.com/feature/Industrial-cyber-attack-a-dangerous-game
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http://www.computerweekly.com/feature/Industrial-cyber-attack-a-dangerous-game

A na zaver...

Kybernetické hrozby jsou vsude okolo nas..

Nemusite byt cilem utoku, aby jste se stali jeho obeéti..
Chrante sebe i svou organizaci.

Kaspersky | Security Awareness Programs

kaspersky



’ kaspersky

Dékuji Vam !




