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Bezpecnost

Procesy

Analyzy rizik, procesd a informaci

Kyberneticka bezpeénost

Incident Response

Skoleni

Monitoring

Security Operation Center
Network Behavior Anomaly (NBA)
Log Management

User Behavior Anomaly (UBA)

Rizeni privilegovanych pristupd

(PIM/PAM)




Dokonala bezpecnost

ETTTT—

Security Operation Center

SIEM a Analytika
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Plan

Do
Check
Act

IDENTIFY 0

your assets PROTECT
your assets

THE 5-STEP

RECOVER APPROACH
normal

operations
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SOC 2.0

Analytics - Future of Security Monitoring
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Kyberneticky zakon

» Fyzickd bezpeénost

» Ochrana integrity komunikaénich siti
» Ovérovani identity uZivateld

» Rizeni pfistupovych opravnéni

» Ochrana pred skodlivym kédem

» Zaznamenavani ¢innosti
) Detekce kybernetickych bezpecnostnich udalosti

> Sbér a vyhodnoceni kybernetickych bezpeénostnich udalosti
» Aplikaéni bezpeénost

» Kryptografické prostredky

» Ostatni technologie podporujici org. a tech. opatieni




Co je to ,,bezpecnosini dohled*?

Log Management

Auditni stopa, archivace, vyhleddvani

SIEM

Korelace + Reporting + Dashboardy
Lidé
Bezpecnostni specialista

Assety

IP plany, CMDB, kategorizace




Co je to SOC? A hlavné co neni SOC!

Security Operation Center

Bezpecnostni Provozni Centrum

SOC vs Managed Security Services

Externi a Interni penetracni testy

FW konfigurace
WAF, NAC, DLP...

SOC -> Incident Response <-> CSIRT
Reseni incidentd
CSIRT tym (forenzni Setieni)

SOC & ZoKB

+ /- 85 pozadavky, vice nez polovina pozadavkd mimo rdmec SOC




Co je to ,SOC 2.0”?

G Threat Inteligence e Advanced Analytics

DNS Firewall
User and (E)ntity Behavior Analytics

Global EARLY-warning system

Tactical
Technical Network Behavior Analytics
Operational Machine Learning [ Statistics /| Baselines

Malware Information Sharing Platform (MISP) Time

Biometrics (Keystroke, Mouse Movements)
Honeypots

Poieni al Threats and R (H
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Unused Access
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Investing in User Behavior Analytics x
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Software

Event Management, SIEM, UBA, NBA,
L z/, Provozni monitoring, Ticketing, Dashboardy
Analytika
Hunting Unknown Unknowns

Reporting /KPI

, ‘ Threats Exchange
- MONITORING Runbooks/The Hive
(OIE08 Operations
i icketi Use Data Monitoring °
Community Ticketing CSIRT Cases Threats Analytics
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Incident Response, konzultace, tvorba
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