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What i1s Flow Data?

Modern method for network monitoring 1 flow measurement
Cisco standard NetFlow v5/v9, IETF standard IPFIX
Focused on L3/L4 information and volumetric parameters
Real network traffic to flow statistics reduction ratio 500:1
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Flow Monitoring Principle
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SRC & DST IP address

SRC & DST port
Protocol number

Lifetime
Number of packets

Sum of bytes

AR, Others
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9:35:24.8 001 TCP 192.168.1. 1:10111 ->  10.10.tsdzt sdzk =~ dz
9:35:2 5.0 M3 TCP 10. 10. 10.10:80 -> 192.168.1. 1:10111
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Myth: i F | data do not provide sufficient level of detail when it comes
to network troubleshooting or forensics. Full packet traces are
absolute must to investigate on network issues and fight cyber crime.o
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Strong aspects Weak aspects

+ Full network traffic - Useless for encrypted traffic
Packet + Enough details for troubleshooting ypted:
. . . - Usually too much details
Analysis + Supports forensic analysis — Verv resource consumin
+ Signature based detection y J
1 min 1 hour 1 day
75 GB 45TB 108 TB
+ Works in high-speed networks L
: . - No application layer data
+ Resistant to encrypted traffic : .
Flow Data o : - Sometimes not enough details
= Uslally and IR - Sampling (routers, switches)
+ Network behavior analysis Ping ’
1 min 1 hour 1 day
150 MB 9 GB 216 GB

Flow vs. Packet Analysis on 10G
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Modern Flow Monitoring with Flowmon Probes

Versatile and flexible network appliances
A Monitoring ports convert packets to flows
A Un-sampled export in NetFlow v5/v9 or IPFIX
A Wire-speed, L2-L7 visibility, tunnel decapsulation, PCAPs when needed

A MAC
A VLAN
A MPLS
A GRE
A ESP
AOTV

A Standard items

A NPM metrics
ARTT, SRT,

ATTL, SYN

A ASN (BGP)

A Geolocation

A VXLAN

A NBAR2
AHTTP
¢ A SNI
s i . ADNS
A DHCP
A IEC104

A SMBI/CIFS
A VoIP (SIP)
A Email

A SQL

A SSL/TLS
A CoAP
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Application TAG

http

mysq|
secure-http
cifs

dns

Pop

snmj
secure-imaj
syslo

icmj

othe

Flows

11.96 K (6.2%)
6.04 K (3.1%)
2.52 K (1.3%)

6.16 K (3.2%)

V.00 I

638.27 K (23.8%)
864.16 K (32.2%)
I

31.58 K (4.9%)

Input Packets

Input Bytes
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Investigate on historical network activity of a particular user. What
was the real website visited by the user? How can we identify
operating system and other details?

Flowmon

Driving Network Visibility



Investigation on User Activity

Traffic of Interest
A Internal IP address 192.168.70.35
A External IP address 212.111.2.170
A Timeframe 2017-09-22 09:00 - 2017-09-22 10:00

Need to analyze historical data, no PCAP available

What we do?

A Check for the reverse DNS record
A Check for whois record

A See what domains are hosted on IP
A See what content is there

A Look into flows from the router




CAWINDOWS\system 32 cmd.exe - nslookup

Microsoft Windows [Version 16.0.156063]
(c) 2017 Microsoft Corporation. Vsechna prava vyhrazena.

. AP address
C:\Users\minarik>nslookup
Default Server: UnKnown trfir155|fit6355 1{0)
Address: 192.168.16.1 .

domain name

> 212.111.2.176 .
Server: UnkKnown that |S nOt
Address: 192.168.16.1 hGlprl at a”

Name: virt-ze0l.inext.cz
Address: 212.111.2.17©
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inetnum: 212.111.8.8 - 212.111.4.127
netname: IMNEXT-MET

descr: INTERMEXT 2@9

descr: Vsetin

country: CZ

admin-c: RH163-RIPE A General WhOiS

tech-c: RH163-RIPE
status: ASSIGNED PA

mnt-by: INEXT-CZ-MNT Inform atlon
created: 1978-21-01TE0:00:887

last-modified: 2012-84-81T88:19:53Z related to IP

source: RIPE # Filtered

address

address: INTERNEXT 28@8, s.r.o.
address: Palackeho 166

address: VWsetin

address: 75% 81

AIP belongs to
address: The Czech Republic Iocal ISP in

phone: +42@ 576 518828
nic-hdl: RH163-RIPE

abuse-mailbox: abuse@inext.cz CzeCh

mnt-by: IMEXT-CZ-MNT

created: 1579-81-G1T88:88:887
last-modified: 2016-81-87T718:01:117
source: RIPE # Filtered
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Reverse |P lookup for: 212.111.2.170

Found 3 domains hosted on IP address 212.111.2.170.

# Domain

1 mmsystems.cz

Tools

Mame servers: inext.inext.cz (used by 479 domains) ns2.inext.cz (used by 340 domains)

Mail servers: mail.radiozlin.cz (used by 4 domains) relay1.inext.cz (used by 331 domains)

Pvd: 212.111.2.170 {used by 3 domains)

p radiozlin.cz

Mame servers: inext.inext.cz (used by 475 domains) ns2.inext.cz (used by 340 domains)

Mail servers: mail.radiozlin.cz (used by 4 domains) relay1.inext.cz (used by 331 domains)

IPv4: 212.111.2.170 {used by 3 domains)
Google Analytics 1D: ua-4384579 (used by 1 domain)

3 rockmax.cz

Mame servers: ns2.inext.cz (used by 340 domains) inext.inext.cz (used by 479 domains)

Mail servers: mx.inext.cz {used by 141 domains) relay1.inext.cz (used by 331 domains)

IPvd: 212.111.2.170 (used by 3 domains)
Google Analytics ID: ua-4881996 (used by 1 domain)

A 3 different
domains for IP
address of
Interest

AWe are getting
closer with our
analysis
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e @ hitp://212.111.2170/

(=2 Test Page for the Apache H... LT e

= % | Hledat... 0o~

Fedora Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can
read this page, it means that the web server installed at this site is working properly, but has not yet been

configured.

If you are a member of the general public:

The fact that you are seeing this page indicates that
the website you just visited is either experiencing
problems, or is undergoing routine maintenance.

If you would like to let the administrators of this
website know that you've seen this page instead of
the page you expected, you should send them e-mail.
In general, mail sent to the name "webmaster” and
directed to the website's domain should reach the
appropriate person.

For example, if you experienced problems while
visiting www.example.com, you should send e-mail to
"webmaster@example.com™.

Fedora is a distribution of Linux, a popular computer
operating system. It is commonly used by hosting
companies because it is free, and includes free web
server software. Many times, they do not set up their
web server correctly, and it displays this "test page”
instead of the expected website.

Accordingly, please keep these facts in mind:

If you are the website administrator:

You may now add content to the

directory /var/www/html/. Note that until you do
so, people visiting your website will see this page,
and not your content. To prevent this page from ever
being used, follow the instructions in the

file fetc/httpd/conf.d/welcome. cont.

You are free to use the images below on Apache and
Fedora powered HTTP servers. Thanks for using
Apache and Fedoral

wered by

= =
AAPAaCHE

FOMWERED E'r f

fedora>"

A Content on the
IP address is
not really
helpful

AP is running
Fedora OS
and Apache
web server
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Start Time - first seen

2017-09-22 08:5%:30.515
2017-05-22 08:59:30.524
2017-09-22 08:59:33.464
2017-09-22 08:59:33.465
2017-0%-22 08:59:33.473
2017-09-22 08:59:33.474
2017-09-22 08:59:41.363
2017-09-22 08:59:41.372
2017-09-22 08:59:52.221
2017-09-22 08:59:52.230
2017-09-22 09:00:03.056
2017-09-22 09:00:03.065
2017-09-22 09:00:03.467
2017-09-22 09:00:03.468
2017-09-22 09:00:03.476
2017-09-22 09:00:03.477
2017-09-22 09:00:13.873
2017-09-22 09:00:13.882
2017-09-22 09:00:24.730
2017-09-22 09:00:24.740

Duration Protocol

0.024 s
0.024 s

0.02s

0.02 s

0.02s

0.02 s
0.028 s
0.028 s
0.023 s
0.023 s
0.059 s
0.059 s
0.029 s
0.027 s
0.029 s
0.027 s
0.024 s
0.025s
0.024 s
0.023 s

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Source IP address

192.168.70.35
212.111.2.170
192.168.70.35 =
192.168.70.35
212.111.2.170
212.111.2.170
192.168.70.35
212.111.2.170 e
192.168.70.35
212.111.2.170
192.168.70.35 =
212.111.2.170
192.168.70.35 o
192.168.70.35
212.111.2.170
212.111.2.170 e
192.168.70.35
212.111.2.170
192.168.70.35 =
212.111.2.170

Source port  Destination IP address

53739
http
53740
53741
http
http
53742
http
53743
http
53744
http
53745
53746
http
http
53747
http
53749
http

212.111.2.170 jp
192.168.70.35 op
212.111.2.170
21211122170 f
192.168.70.35 o
192.168.70.35 op
212.111.2.170 jp
192.168.70.35 o
212.111.2.170 jp
192.168.70.35 op
212.111.2.170
192.168.70.35
212.111.2.170 j
212.111.2.170 jp
192.168.70.35
192.168.70.35 o
212.111.2.170 jp
192.168.70.35 op
212.111.2.170
192.168.70.35

Destination port

http
53739
http
http
53740

Client IP: 192.168.70.35

TCP Flags

... ARSF
.. ARSF
. APSF
.. ARSF
.. ARSF

TOS

Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default

Server IP: 212.11.2.170
HTTP hosthame: unknown

URL: unknown
Client OS: unknown
Browser: unknown

53746
http
53747
http
53749

From the Router (L3/L4)

o APSF
... ARSF
.. ARSF
. APSF
.. ARSF
Flows 1.15 K

Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default
Bytes 755.8 K

Packets

L T I I

L8 T T B O |

Bytes Flows
862
520
897
BS7

362

362 1
862 1
520 1
862 1
520 1
Packets 5.7 K
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And Now For Something Completely Different

Flow data with HTTP visibility
AHOST NAME

A URL

AMETHOD TYPE

A STATUS CODE

A REQUESTI RESPONSE STITCHING

AUSER AGENT ANALYSIS

A OPERATING SYSTEM + VERSION
A HTTP APPLICATION + VERSION




SurtTme 8 s Sotal® | Uestaion? | yuarume | Sows Desiaon sy s M0 HIT o Oprai | Gl Cr plion Apltn i Apttin i
oafg;:?s:g?;g 0.0245 | 190 1687030 212.111.2.108 Wwwrockmax.cz| 53739 http 5 862 GET 200 "Stream—“"e’g“—sc“g"—oc"“iiﬂ‘gg Windows 10 0 Chrome 60 0
I 0.0245 5121112198 192.168.70.58 WWwrockmax.cz  htp 53739 5 520 GET 200 /stream.live/get songs cover.php! N/A N/A N/A N/A N/A N/A
0823;22942 0.02s 191.168.70.?5? 212_111_2_1% www.rockmax.cz 53740 http 5 897 GET 304 /stream_live/hraje.txt Windows 10 0 Chrome 60 0
B2 0.025 4991687038 212.111.2.198 Wwwrockmax.cz 53741 http 5 897 GET 304 Jstream_live/hralo.txt Windows 10 0  Chrome 60 0
0822;13294% 0.02s 112_111_2_1% 191.168.?0.?5? www.rockmax.cz http 53740 5 362 GET 304 /stream_live/hraje.txt N/A N/A N/A N/A N/A N/A
BT, 0025 512411219 192.168.70.35 YWwrockmax.cz http 53741 5 362 GET 304 Istreampgi

2017-09-22

08:59:41.363 00283 192.168.70.38  212.111.2.170 Wwwrockmacez 53742 http 5 862 GET 20p /stream._live/get_so Cllent IP 1921687035
ooissat s 00285 2471112490 1921687038 Wiverockmax.cz http 53742 5 520 GET 200 | /stream.live/get_so Server |P 212 11 2 170

2017-09-22 ] - /stream_live/get_so|
oe:59:52.221 00235 192.168.70.35  212.111.2.170 WWwrockmax.cz 53743 — °| o2 T ~ HTTP hOStn ame:
20170922 | ¢ 1p3 ¢ L B0\ nwrockmax.cz htt 53743 5 520 GET gy ArETlnEEEL .
08:59:52.230 . 212.111.2.170 192.168.70.35 . . P

0;3;;2?&;2 0.0595 192 168.70.30  212.111.2. 108 www.rockmax.cz| 53744 http 5 862 GET app /stream_live/get so U R L /St ream_l |Ve/g et_S on g S_ -

2017-09-22

09:00:03.065 %75 212.111.2.170  192.168.70.35 Wwwrockmax.cz T B3 G2 GET 200 /stream.{ive/get_so C“ent OS WindOWS 10

2017-09-22 oy =

09:00:03.467 0.029s 192.168.70.35 212.111.2.170 www.rockmax.cz 53745 http 5 87 GET 304 /stream Browser' Ch ro e 60 O
AR | parmg =h B rockmax.cz 53746 htp 5 897 GET 304 Jstream ) )

09:00:03.468 . 192.168.70.35 212.111.2.170 . )

P2 0.0295 | 3121112108 192.168.70.38 | WWw.rockmax.cz http 53745 5 362 GET 304 Jstream_live/hraje.txt N/A N/A N/A N/A N/A N/A

0923[1]?0294% 0.027 s 212.111.2 1% 192.168.70 IS;IEE www.rockmax.cz http 53746 5 362 GET 304 /stream_live/hralo.txt N/A N/A N/A N/A N/A N/A
2017-09-22 0 - /stream_live/get_songs_cover.php? 0

0s:00:13.873 OO%45 192.168.70.35  212.111.2.470 WWwrockmaxez - 53747 http 5| 862 GET 200 1709 \Windows 10 J 60 0
2017-09-22 - o /stream_live/get_songs_cover.php?

09:00:13.882 U5 212.111.2.170  192.168.70.35 “wrockmaxcz o http 33747 5| o0 CET 200 r=1709 A NIA NrA N/A L N/A
2017-09-22 =] - /stream_live/get_songs_cover.php? .

09:00:24730 U045 192.168.70.35  212.111.2.170 “Wrockmaxcz 53749 http 5| 8a2 GET 200 r7g57  \Vindows 10 ¥ Cims = 0
2017-09-22 - o /stream_live/get_songs_cover.php?

09:00:24.740 0925 212111.2.470  192.168.70.35 WWerockmaxcz - htp 53749 5| 520 CET 200 17857 A N/A NIA NA e N/A

Flows 1.15 K Bytes 755.8 K Packets 5.7 K

Flow From the Probe (L2-L7)
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http://www.rockmax.cz/

Use Case: Encrypted Traffic Analysis

Understand Encrypted Traffic While Preserving User Privacy

rrrrrrrrrrrrrrrrrrrrrrrrr



