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What is Flow Data? 

ÁModern method for network monitoring ï flow measurement 

ÁCisco standard NetFlow v5/v9, IETF standard IPFIX 

ÁFocused on L3/L4 information and volumetric parameters 

ÁReal network traffic to flow statistics reduction ratio 500:1 

Flow data 



Start   Duration Proto    Src IP:Port       $ÓÔ )0ƙ0ÏÒÔ    0ÁÃËÅÔÓ  "ÙÔÅÓ  ƛ 

Flow 

Export 

9:35:24.8     0      TCP    192.168.1. 1:10111    - >   10. 10. ʦʣƚʦʣƙʭʣ         ʦ      ʩʣ  ƛ 9:35:24.8    0. 1     TCP    192.168.1. 1:10111    - >   10. 10. ʦʣƚʦʣƙʭʣ         ʧ      ʭʣ  ƛ 

9:35:2 5. 0    0      TCP     10. 10. 10.10:80     - >  192.168.1. 1:10111        ʦ      ʩʣ  ƛ 9:35:2 5. 0   0.3     TCP     10. 10. 10.10:80     - >  192.168.1. 1:10111        ʧ      ʦʪʫ  ƛ 9:35:2 5. 0   0.5     TCP     10. 10. 10.10:80     - >  192.168.1. 1:10111        ʨ      ʨʫʧ  ƛ 9:35:2 5. 0   0.7     TCP     10. 10. 10.10:80     - >  192.168.1. 1:10111        ʩ      ʭʫʧ  ƛ 9:35:2 5. 0   0.9     TCP     10. 10. 10.10:80     - >  192.168.1. 1:10111        ʪ     ʦʧʨʦ  ƛ 

Flow Monitoring Principle 



Myth: ñFlow data do not provide sufficient level of detail when it comes 

to network troubleshooting or forensics. Full packet traces are 

absolute must to investigate on network issues and fight cyber crime.ò 



Flow vs. Packet Analysis on 10G 

Strong aspects Weak aspects 

Packet 

Analysis 

+ Full network traffic 

+ Enough details for troubleshooting 

+ Supports forensic analysis 

+ Signature based detection 

- Useless for encrypted traffic 

- Usually too much details 

- Very resource consuming 

1 min 

75 GB 

Flow Data 

+ Works in high-speed networks 

+ Resistant to encrypted traffic 

+ Visibility and reporting 

+ Network behavior analysis 

- No application layer data 

- Sometimes not enough details 

- Sampling (routers, switches) 

1 hour 

4.5 TB 

1 day 

108 TB 

1 min 

150 MB 

1 hour 

9 GB 

1 day 

216 GB 



Modern Flow Monitoring with Flowmon Probes 

ÁVersatile and flexible network appliances 

ÁMonitoring ports convert packets to flows 

ÁUn-sampled export in NetFlow v5/v9 or IPFIX 

ÁWire-speed, L2-L7 visibility, tunnel decapsulation, PCAPs when needed 

L2 

ÅMAC 

ÅVLAN 

ÅMPLS 

ÅGRE 

ÅESP 

ÅOTV 

L3/L4 

ÅStandard items 

ÅNPM metrics 

ÅRTT, SRT, é 

ÅTTL, SYN size, é 

ÅASN (BGP) 

ÅGeolocation 

ÅVxLAN 

L7 

ÅNBAR2 

ÅHTTP 

ÅSNI 

ÅDNS 

ÅDHCP 

ÅIEC104 

ÅSMB/CIFS 

ÅVoIP (SIP) 

ÅEmail 

ÅSQL 

ÅSSL/TLS 

ÅCoAP 



Use Case: Retrospective Investigation 
Traditional flow data compared to Flowmon L7 visibility 



Investigate on historical network activity of a particular user. What 

was the real website visited by the user? How can we identify 

operating system and other details?  

 

Probe HTTP visibility, user agent analysis. 



Investigation on User Activity 

ÁTraffic of Interest 
ÁInternal IP address 192.168.70.35 

ÁExternal IP address 212.111.2.170 

ÁTimeframe 2017-09-22 09:00 - 2017-09-22 10:00 

ÁNeed to analyze historical data, no PCAP available 

ÁWhat we do? 
ÁCheck for the reverse DNS record 

ÁCheck for whois record 

ÁSee what domains are hosted on IP 

ÁSee what content is there 

ÁLook into flows from the router 



ÁIP address 

translates to 

domain name 

that is not 

helpful at all 



ÁGeneral whois 

information 

related to IP 

address 

ÁIP belongs to 

local ISP in 

Czech 



Á3 different 

domains for IP 

address of 

interest 

ÁWe are getting 

closer with our 

analysis 



ÁContent on the 

IP address is 

not really 

helpful 

ÁIP is running 

Fedora OS 

and Apache 

web server 

 



Flows From the Router (L3/L4) 

Client IP: 192.168.70.35 

Server IP: 212.11.2.170 

HTTP hostname: unknown 

URL: unknown 

Client OS: unknown 

Browser: unknown 



And Now For Something Completely Different 

ÁFlow data with HTTP visibility 
ÁHOST NAME 

ÁURL 

ÁMETHOD TYPE 

ÁSTATUS CODE 

ÁREQUEST ï RESPONSE STITCHING 

ÁUSER AGENT ANALYSIS 

ÅOPERATING SYSTEM + VERSION 

ÅHTTP APPLICATION + VERSION  



Flow From the Probe (L2-L7) 

Client IP: 192.168.70.35 

Server IP: 212.11.2.170 

HTTP hostname: www.rockmax.cz 

URL: /stream_live/get_songs_... 

Client OS: Windows 10 

Browser: Chrome 60.0 

http://www.rockmax.cz/


Use Case: Encrypted Traffic Analysis 
Understand Encrypted Traffic While Preserving User Privacy 


