Role of Flow Monitoring
In Cyber Security

Pavel Minarik, Chief Technology Officer
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What i1s Flow Data?

Modern method for network monitoring — flow measurement
Cisco standard NetFlow v5/v9, IETF standard IPFIX
Focused on L3/L4 information and volumetric parameters
Real network traffic to flow statistics reduction ratio 500:1
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Flow Monitoring Principle

e O O

SRC & DST IP address
AR,
SRC & DST port
Protocol number
Lifetime
Number of packets
Sum of bytes FlOW
Export
A Others
Start Duration Proto Src IP:Port Dst IP:Port Packets Bytes
9:35:24.8 001 TCP 192.168.1.1:10111 -> 10.10.10.10:80 2 80
9:35:25.0 003 TCP 10.10.10.10:80 -> 192.168.1.1:10111 3 isB2 ...
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Myth: “Flow data do not provide sufficient level of detail when it comes
to network troubleshooting or forensics. Full packet traces are
absolute must to investigate on network issues and fight cyber crime.”
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Strong aspects Weak aspects

+ Full network traffic - Useless for encrypted traffic
Packet + Enough details for troubleshooting ypted:
. . . - Usually too much details
Analysis + Supports forensic analysis — Verv resource consumin
+ Signature based detection y J
1 min 1 hour 1 day
75 GB 45TB 108 TB
+ Works in high-speed networks L
: . - No application layer data
+ Resistant to encrypted traffic : .
Flow Data o : - Sometimes not enough details
= Uslally and IR - Sampling (routers, switches)
+ Network behavior analysis Ping ’
1 min 1 hour 1 day
150 MB 9 GB 216 GB

Flow vs. Packet Analysis on 10G

|
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Modern Flow Monitoring with Flowmon Probes

Versatile and flexible network appliances

= Monitoring ports convert packets to flows

« Un-sampled export in NetFlow v5/v9 or IPFIX
= Wire-speed, L2-L7 visibility, tunnel decapsulation, PCAPs when needed

MAC
VLAN
MPLS
GRE
ESP
OoTV

Standard items
NPM metrics

« RTT, SRT, ...
TTL, SYN size, ...
ASN (BGP)
Geolocation
VXLAN

NBAR2
HTTP
SNI
DNS
DHCP
IEC104

« SMB/CIFS
VoIP (SIP)
Email

SQL
SSL/TLS
CoAP
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Application TAG

http

mysq|
secure-http
cifs

dns

Pop

snmj
secure-imaj
syslo

icmj

othe

Flows

11.96 K (6.2%)
6.04 K (3.1%)
2.52 K (1.3%)

6.16 K (3.2%)

V.00 I

638.27 K (23.8%)
864.16 K (32.2%)
I

31.58 K (4.9%)

Input Packets

Input Bytes
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Investigate on historical network activity of a particular user. What
was the real website visited by the user? How can we identify
operating system and other details?

Flowmon
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Investigation on User Activity

Traffic of Interest
» Internal IP address 192.168.70.35
« External IP address 212.111.2.170
« Timeframe 2017-09-22 09:00 - 2017-09-22 10:00

Need to analyze historical data, no PCAP available

What we do?

» Check for the reverse DNS record

« Check for whois record

» See what domains are hosted on IP
» See what content is there

» Look into flows from the router




CAWINDOWS\system 32 cmd.exe - nslookup

Microsoft Windows [Version 16.0.156063]
(c) 2017 Microsoft Corporation. Vsechna prava vyhrazena.

. = |P address
C:\Users\minarik>nslookup
Default Server: UnKnown trfir155|fit6355 1{0)
Address: 192.168.16.1 .

domain name

> 212.111.2.176 .
Server: UnkKnown that |S nOt
Address: 192.168.16.1 hGlprl at a”

Name: virt-ze0l.inext.cz
Address: 212.111.2.17©
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inetnum: 212.111.8.8 - 212.111.4.127
netname: IMNEXT-MET

descr: INTERMEXT 2@9

descr: Vsetin

country: CZ

admin-c: RH163-RIPE = General WhOiS

tech-c: RH163-RIPE
status: ASSIGNED PA

mnt-by: INEXT-CZ-MNT Inform atlon
created: 1978-21-01TE0:00:887

last-modified: 2012-84-81T88:19:53Z related to IP

source: RIPE # Filtered

address

address: INTERNEXT 28@8, s.r.o.
address: Palackeho 166

address: VWsetin

address: 75% 81

= |P belongs to
address: The Czech Republic Iocal ISP in

phone: +42@ 576 518828
nic-hdl: RH163-RIPE

abuse-mailbox: abuse@inext.cz CzeCh

mnt-by: IMEXT-CZ-MNT

created: 1579-81-G1T88:88:887
last-modified: 2016-81-87T718:01:117
source: RIPE # Filtered
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Reverse |P lookup for: 212.111.2.170

Found 3 domains hosted on IP address 212.111.2.170.

# Domain Tools . 3 dlﬁerent
T mmeystems.cz domains for IP

Name servers: inext.inext.cz (used by 479 domains) ns2.inext.cz (used by 340 domains) ad d reSS Of
Mail servers: mail.radiozlin.cz (used by 4 domains) relay1.inext.cz (used by 331 domains)

Pvd: 212.111.2.170 {used by 3 domains) -
o interest

Mame servers: inext.inext.cz (used by 475 domains) ns2.inext.cz (used by 340 domains)

= We are getting
closer with our
3 rockmaxcz analysis

Mame servers: ns2.inext.cz (used by 340 domains) inext.inext.cz (used by 479 domains)

Mail servers: mail.radiozlin.cz (used by 4 domains) relay1.inext.cz (used by 331 domains)
IPvd: 212.111.2.170 (used by 3 domains)
Google Analytics 1D: ua-4384579 (used by 1 domain)

Mail servers: mx.inext.cz {used by 141 domains) relay1.inext.cz (used by 331 domains)
IPvd: 212.111.2.170 {used by 3 domains)
Google Analytics ID: ua-4881996 (used by 1 domain)
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e @ hitp://212.111.2170/

(=2 Test Page for the Apache H... LT e

configured.

If you are a member of the general public:

The fact that you are seeing this page indicates that
the website you just visited is either experiencing
problems, or is undergoing routine maintenance.

If you would like to let the administrators of this
website know that you've seen this page instead of
the page you expected, you should send them e-mail.
In general, mail sent to the name "webmaster” and
directed to the website's domain should reach the
appropriate person.

For example, if you experienced problems while
visiting www.example.com, you should send e-mail to
"webmaster@example.com™.

Fedora is a distribution of Linux, a popular computer
operating system. It is commonly used by hosting
companies because it is free, and includes free web
server software. Many times, they do not set up their
web server correctly, and it displays this "test page”
instead of the expected website.

Accordingly, please keep these facts in mind:

= % | Hledat... 0o~

Fedora Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can
read this page, it means that the web server installed at this site is working properly, but has not yet been

If you are the website administrator:

You may now add content to the

directory /var/www/html/. Note that until you do
so, people visiting your website will see this page,
and not your content. To prevent this page from ever
being used, follow the instructions in the

file fetc/httpd/conf.d/welcome. cont.

You are free to use the images below on Apache and
Fedora powered HTTP servers. Thanks for using
Apache and Fedoral

wered by

= =
AAPAaCHE

FOMWERED E'r f

fedora>"

= Content on the
IP address is
not really
helpful

= |P IS running
Fedora OS
and Apache
web server
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Start Time - first seen

2017-09-22 08:5%:30.515
2017-05-22 08:59:30.524
2017-09-22 08:59:33.464
2017-09-22 08:59:33.465
2017-0%-22 08:59:33.473
2017-09-22 08:59:33.474
2017-09-22 08:59:41.363
2017-09-22 08:59:41.372
2017-09-22 08:59:52.221
2017-09-22 08:59:52.230
2017-09-22 09:00:03.056
2017-09-22 09:00:03.065
2017-09-22 09:00:03.467
2017-09-22 09:00:03.468
2017-09-22 09:00:03.476
2017-09-22 09:00:03.477
2017-09-22 09:00:13.873
2017-09-22 09:00:13.882
2017-09-22 09:00:24.730
2017-09-22 09:00:24.740

Duration Protocol

0.024 s
0.024 s

0.02s

0.02 s

0.02s

0.02 s
0.028 s
0.028 s
0.023 s
0.023 s
0.059 s
0.059 s
0.029 s
0.027 s
0.029 s
0.027 s
0.024 s
0.025s
0.024 s
0.023 s

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Source IP address

192.168.70.35
212.111.2.170
192.168.70.35 =
192.168.70.35
212.111.2.170
212.111.2.170
192.168.70.35
212.111.2.170 e
192.168.70.35
212.111.2.170
192.168.70.35 =
212.111.2.170
192.168.70.35 o
192.168.70.35
212.111.2.170
212.111.2.170 e
192.168.70.35
212.111.2.170
192.168.70.35 =
212.111.2.170

Source port  Destination IP address

53739
http
53740
53741
http
http
53742
http
53743
http
53744
http
53745
53746
http
http
53747
http
53749
http

212.111.2.170 jp
192.168.70.35 op
212.111.2.170
21211122170 f
192.168.70.35 o
192.168.70.35 op
212.111.2.170 jp
192.168.70.35 o
212.111.2.170 jp
192.168.70.35 op
212.111.2.170
192.168.70.35
212.111.2.170 j
212.111.2.170 jp
192.168.70.35
192.168.70.35 o
212.111.2.170 jp
192.168.70.35 op
212.111.2.170
192.168.70.35

Destination port

http
53739
http
http
53740

Client IP: 192.168.70.35

TCP Flags

... ARSF
.. ARSF
. APSF
.. ARSF
.. ARSF

TOS

Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default

Server IP: 212.11.2.170
HTTP hosthame: unknown

URL: unknown
Client OS: unknown
Browser: unknown

53746
http
53747
http
53749

From the Router (L3/L4)

o APSF
... ARSF
.. ARSF
. APSF
.. ARSF
Flows 1.15 K

Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default
Best Effort & Default
Bytes 755.8 K

Packets

L T I I

L8 T T B O |

Bytes Flows
862
520
897
BS7

362

362 1
862 1
520 1
862 1
520 1
Packets 5.7 K
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And Now For Something Completely Different

Flow data with HTTP visibility
HOST NAME

= URL

METHOD TYPE

STATUS CODE

REQUEST — RESPONSE STITCHING

USER AGENT ANALYSIS

* OPERATING SYSTEM + VERSION
e HTTP APPLICATION + VERSION




SurtTme 8 s Sotal® | Uestaion? | yuarume | Sows Desiaon sy s M0 HIT o Oprai | Gl Cr plion Apltn i Apttin i
oafg;:?s:g?;g 0.0245 | 190 1687030 212.111.2.108 Wwwrockmax.cz| 53739 http 5 862 GET 200 "Stream—“"e’g“—sc“g"—oc"“iiﬂ‘gg Windows 10 0 Chrome 60 0
I 0.0245 5121112198 192.168.70.58 WWwrockmax.cz  htp 53739 5 520 GET 200 /stream.live/get songs cover.php! N/A N/A N/A N/A N/A N/A
0823;22942 0.02s 191.168.70.?5? 212_111_2_1% www.rockmax.cz 53740 http 5 897 GET 304 /stream_live/hraje.txt Windows 10 0 Chrome 60 0
B2 0.025 4991687038 212.111.2.198 Wwwrockmax.cz 53741 http 5 897 GET 304 Jstream_live/hralo.txt Windows 10 0  Chrome 60 0
0822;13294% 0.02s 112_111_2_1% 191.168.?0.?5? www.rockmax.cz http 53740 5 362 GET 304 /stream_live/hraje.txt N/A N/A N/A N/A N/A N/A
BT, 0025 512411219 192.168.70.35 YWwrockmax.cz http 53741 5 362 GET 304 Istreampgi

2017-09-22

08:59:41.363 00283 192.168.70.38  212.111.2.170 Wwwrockmacez 53742 http 5 862 GET 20p /stream._live/get_so Cllent IP 1921687035
ooissat s 00285 2471112490 1921687038 Wiverockmax.cz http 53742 5 520 GET 200 | /stream.live/get_so Server |P 212 11 2 170

2017-09-22 ] - /stream_live/get_so|
oe:59:52.221 00235 192.168.70.35  212.111.2.170 WWwrockmax.cz 53743 — °| o2 T ~ HTTP hOStn ame:
20170922 | ¢ 1p3 ¢ L B0\ nwrockmax.cz htt 53743 5 520 GET gy ArETlnEEEL .
08:59:52.230 . 212.111.2.170 192.168.70.35 . . P

0;3;;2?&;2 0.0595 192 168.70.30  212.111.2. 108 www.rockmax.cz| 53744 http 5 862 GET app /stream_live/get so U R L /St ream_l |Ve/g et_S on g S_ -

2017-09-22

09:00:03.065 %75 212.111.2.170  192.168.70.35 Wwwrockmax.cz T B3 G2 GET 200 /stream.{ive/get_so C“ent OS WindOWS 10

2017-09-22 oy =

09:00:03.467 0.029s 192.168.70.35 212.111.2.170 www.rockmax.cz 53745 http 5 87 GET 304 /stream Browser' Ch ro e 60 O
AR | parmg =h B rockmax.cz 53746 htp 5 897 GET 304 Jstream ) )

09:00:03.468 . 192.168.70.35 212.111.2.170 . )

P2 0.0295 | 3121112108 192.168.70.38 | WWw.rockmax.cz http 53745 5 362 GET 304 Jstream_live/hraje.txt N/A N/A N/A N/A N/A N/A

0923[1]?0294% 0.027 s 212.111.2 1% 192.168.70 IS;IEE www.rockmax.cz http 53746 5 362 GET 304 /stream_live/hralo.txt N/A N/A N/A N/A N/A N/A
2017-09-22 0 - /stream_live/get_songs_cover.php? 0

0s:00:13.873 OO%45 192.168.70.35  212.111.2.470 WWwrockmaxez - 53747 http 5| 862 GET 200 1709 \Windows 10 J 60 0
2017-09-22 - o /stream_live/get_songs_cover.php?

09:00:13.882 U5 212.111.2.170  192.168.70.35 “wrockmaxcz o http 33747 5| o0 CET 200 r=1709 A NIA NrA N/A L N/A
2017-09-22 =] - /stream_live/get_songs_cover.php? .

09:00:24730 U045 192.168.70.35  212.111.2.170 “Wrockmaxcz 53749 http 5| 8a2 GET 200 r7g57  \Vindows 10 ¥ Cims = 0
2017-09-22 - o /stream_live/get_songs_cover.php?

09:00:24.740 0925 212111.2.470  192.168.70.35 WWerockmaxcz - htp 53749 5| 520 CET 200 17857 A N/A NIA NA e N/A

Flows 1.15 K Bytes 755.8 K Packets 5.7 K

Flow From the Probe (L2-L7)
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http://www.rockmax.cz/

Encrypted Traffic A

r i~ "~

Traffic While Preserving Use
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What About Encrypted Traffic?

Analysis of characteristics and patterns, not decryption
= |.3/L4: src/dsct IP:port, protocol, timestamp, data volume

Leveraging unencrypted part of the TLS traffic
« SSL/TLS handshake

Monitoring and security Cryptographic assessment
- SNI to report on ,hostname* = SSL/TLS policy compliance
- Malicious patterns in encrypted traffic - Cyphersuites (encryption algorithms,

= JA3 fingerprinting to pinpoint key lengths)

suspicious actors - Certificates




TLS server version

TLS cipher suite

TLS server name indication
TLS client version

TLS certificate issuer
common name

TLS subject common name
TLS public key algorithm
TLS certificate validity until
TLS JAS fingerprint

and many others

e

Enriched Flow

e
¢

o

&

,Q_OO/OO(‘

Patterns and
characteristics of
malicious
behavior in L3/L4
of encrypted
traffic

SSL/TLS policy
compliance
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Dashboard Reports Notifications |48 admin ~ :'= -

Default Office 365 Last week M O
TLS Traffic Last week (generic time span) v TLS Traffic Last week (generic time span) v
M ‘
® 4M
S oM
oM T el = T T 1 s T JT T T =
Mon 15 12PM Tue 16 12PM Wed 17 12 PM Thu 12 12PM Fri10 12 PM Sat 20 12PM Apr 21 12 PM
SSL/TLS version Maximal bits/s  Bits per second Bytes
SSL/TLS version Bits per second Bytes
& Tsi2 108 M 219.5K  15.46 GiB
& sz 219.5K  15.46 GiB
€ TS0 508.5K 861.6 62.12 MiB
€ TS0 861.6 62.12 MiB
TLS 1.1 1.9K 23.8 1.71 MiB
TLS 1.1 23.8 1.71 MiB
Total 10.8 M 220.4K 15.52GiB i
Total 2204K 15.52GiB
2019-04-14 17:15 - 2019-04-21 17:15 4 2019-04-14 17:15-2018-04-21 17:15 .
New widget :

TLS/SSL Version Distribution Dashboard
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Why Flow Monitoring?

Continuous full packet capture tools cannot
scale with bandwidth explosion in corporate
networks and companies are switching to flow
technologies.

Gartner notes that 80% of network
troubleshooting can be solved with NetFlow.

Flowmon combines best of breed: flow data
enriched with L7 and performance metrics.
This helps to solve 95% of all troubleshooting
cases. In addition, Flowmon provides on-
demand packet capture when flow visibility is
not enough.

= Flowmon
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Using Flow Data For Security

Volumetric Gartneﬂ
DDoS detection

Packet-level

capture,

analysis and

Packet-Based recording
Technology Tools Nandor

Q\“o independent

Costly
’ Cost-effective summarized data

Insight into which devices and applications
Flow-Based are consuming bandwidth

Technol Tools Lacks details of specific datasets of network
petRdy packets traversing secure source and
destination

’ Vendor-derived from data sources

Provides valuable volume, error and utilization data
Lacks granularity by not breaking down usage of bandwidth
Risks overpolling and saturation of the network

Anomaly detection
Incident reporting

Source: Gartner (September 2014)

Flowmon
Driving Network Visibility



Findings

y 'OS h | ' t a q P 1’ | < M Patdb ‘es
. -4 J-j.‘.a '¥ -" ' -~
- : L ,,_. .‘. J' t lc,a 'l{ A | » .
I ']. i t‘.:l" ” 8 - .‘ ‘ n

«‘_"’gf':-i‘,l.]'.}f_‘ are "!':‘(.)?' S _ Nell MaCDOnald, VP

* YOUr detechnn s * e mEguded hynes .. :
: B kg B Ara me gt Distinguished Analyst
__-_)j i ..'H |‘T man, 'hah

Gartner Security & Risk
Management Summit,

1 ..}',:‘.4:0 Eo'f)[f"l’.n ",:" CG"“mec London 2015

a1 _nexi-generation
B Align NetOps & SecOps

Tool Objectives With

Gartner Shared Use Cases

Gartner report ID
G00333211, 2018
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oxt Gener‘ww urity -

ha lor Analysis & Anoma tection
B

=

Reports anomalies Detect in
and advanced attacks
versistent threats 0)Y% standard nat
based tools

.

Gartner: “Blocking and
prevention is not
sufficient. After you
deployed firewall and
IPS, you should
implement network
behavior analysis to
identify problems that
are undetectable using
other techniques.”

— FIowmon
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Flowmon ADS Principles

o
<
-
O
=
=
O

Machine
Learning

Adaptive
Baselining

Heuristics

Behavior
Patterns

Reputation
Databases

IS

@ ot

 Hows,

Zdrojové IP

W 112.90.18.105

. 112.91.30.17

. 121.10.112.17

o 183.61.138.105

. 210.73.221.181

W 112.90.18.105

W 112.90.18.105

W 112.90.18.105

Typ.

udéilosti

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

LIANOMALY

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.66 MiB, packets: 65 559.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 MiB, packets: 58 379.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.37 B, packets: 58 266,

The traffic not belonging to any nternal network was
detected (this may indicate spoofing). Transferred:
2.66 MiB, packets: 65 415.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
2.36 MiB, packets: 58 086,

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
5.04 MiB, packets: 125 924.

The traffic not belonging to any internal network was
detected (this may indicate spoofing). Transferred:
3.60 MiB, packets: 88 749.

The traffic not belonging to any internal network was.
detected (this may indicate spoofing). Transferred:
2.60 MiB, packets: 63 126.

Tha teattc not haicainn 1 PR

Cas.

2013-08-24
07:15:21

2013-08-24
o07:15:21

2013-08-24
07:15:21

2013-08-24
07:15:21

2013-08-24
07:15:21

2013-08-24
05:39:59

2013-08-24
03:38:31

2013-08-24
03:00:34

2droj

focathost

locathost

locahost

locathost

locathost

focathost

locahost

locathost

3 1.52.6.170, B 1.52.13.199, W 1.52.42.167, B 1.52.59.
B0 1.52.71.217, B 1.52.87.249, WM 1.52.133.228, 40 1.52.1
9 1.52.192.113, B0 1.52.218.16, 1,

N 1.52.54.242, I 1.52.109.106, N 1.52.167.73, B0 .52,
03 1.52.191.229, §Y 1.52.218.123, 9 1.52.220.241, I 1.5
0 1.52.241.199, B0 1.53.8.41, 1

W 1.52.1.176, B 1.52.2.100, WM 1.52.7.105, B 1.52.44.16
3 1.52.77.224, B 1.52.128.19, n| 52.128.214, B4 1.52.
0 1.52.199.183, I 1.52.241.1
W 152.58.25, 4 1.52.85.224, 19 1. CE g
03 1.52.174.104, 4 1.52.183. 1.5
00 1.52.203.16, U 1.52.235.13,

0 1.52.28.245, I 1. 52u6:,n| T 51
00 1.52.177.97, U4 1.53.40. 1.53.58.10, I 1.53.89.
0 1.53.122.157, B 1.53.221.26, 4,

5 1.52.4.138, 0 1.52.12.100, I 1.52.28.61, B 1.52.31.74
0 1.52.42.130, B 1.52.44.24, W 1.52.48.142, I 1.52.67.
1528334, 4

03 1.52.7.220, B 1.52.11.109, WM 1.52.28.57, W 1.52.42.9¢
0 1.52.95.134, B 1.52.114.14, §W 1.52.115.205, WM 1.52.1
8 1.52.122.10, 1,

03 1.52.12.16, B 1.52.77.184, I 1.52. 104 u,nnz 125
B 1.52.128.99, B 1.52.134.21 .5
I 1.52.203.143, I 1.52.209.197, 0

Flowmon
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Flowmon Flowmon ADS  +

52 Search criteria

Dashboard From |2019-02-02 09:49 To |2019-02-03 09:49 | @& (&)  Perspective | Operational issues ¥ Data feed | All

Events

Reports
@ Events in time

®-:

admin 22 | X | @

Processing
150
Settings z i
@
=
0
About = 00 —— L
10:00 12:00 14:00 16:00 18:00 20:00 22:00 0:00 2:00 4:00 6:00 8:00
7
6
=
5
(=]
L%
=
5
=
[IE)
10:00 12:00 14:00 16:00 18:00 20:00 22:00 0:00 2:00 4:00 6:00

Events by priority and count {360)

Priorities: ¥ Critical ¥/ High ¥ Medium ¥ Low ¥l Information (All / None) 2019-02-02 09:45 - 2019-02-03 09:45

[0 ¢ ER Cns traffic anomaly (DNSANOMALY) 27 (number of events)
[0 B High volume of transferred data (HIGHTRANSF) 11 (number of events)
ICMP anomaly (ICMPANOM) 3 (number of events)

reputation 201 (number of events)
mber of events)

mber of events)

Analytics Dashboard s



ADS Detection Capabilities

Attacks on network services

Infected devices and communication botnet C&C,
attackers, ...

Port scanning and similar symptoms of infected devices
Applications like P2P networks or on-line messengers
Outages of network services

or improper configurations —
Potential data leakage and usage prtleaiuitelnil

of data sharing on internet & 8 55 attack (SSHDICT)

PROXY bypass, TOR L Bt v eonst e
Anomalies of DNS or DHCP traffic L e ey e LGS
Attacks against VoIP, PBX, ... =il A

ki . Mew or alien device (ALIENDEY)
s . L3 network anomaly (LIANOMALY)

Unexpected mail traffic and SPAM

== FlOWMmMon

I ¥ ] Driving Network Visibility



Flowmon Threat Intelligence

= |P and host-based reputation feeds (community & commercial)

= Detection of C&C domains, P2P botnets, phishing, etc.
« |P addresses
« HTTP host names, URLs
 Domain names

Flowmon
Driving Network Visibility



User Defined Anomaly Detection Methods

Advanced users request maximal customization options

Detection focused on specific use cases and scenarios followed
by standard event pipeline (priority, notification, SIEM, ...)

Various benefits in different environments

Protocol anomalies HTTP UDP traffic req_transferred > 104857600 AND
protocol = 17 AND destination_port = 80
Specific malware Retefe2 banking http_url LIKE /ICECVREU.js?%'
trojan
Regular expressions SQL injection Tools.re_match('.{1,4}[Oo][Rr].{1,4}\d.{1,

3Nd', ‘http_url) =1
Specific OS detection Windows XP ua_os = 68 and ua_os_version = 5.1

rrrrrrrrrrrrrrrrrrrrrrrrr



ADS Alerting and Integration

2014-05-26 14:47 - 2014-05-27 14:47

Perspectives to setup event priorities

B [ 55H attack (SSHDICT)
& ﬂ Port scanning [SCANS)
E -m al I n Otlfl Ca.tl ons * @ BitTorrent traffic (BITTORRENT
# @ SMTP anoma by [OUT SPAM)
= &) instant messaging traffic [INSTMSG)
E

PDF reports

3 High vaolume of transferred data [HIGHTRANSF]

SIEM/IOQ management Email reports SNMP
= Syslog (native CEF format) e
= SNMPV2 traps comate sorvr |

Ta ke aCtI O n Use priority as syslog severity [T
» Integrated (AddNet, ISE, ...) rspste Foenerevertonte: =
tessage type | Common Event Format vej

= Triggered Capture cvontd i I
« General Script

rrrrrrrrrrrrrrrrrrrrrrrrr



. Anomaly Detection In Enterprise

Selected Detections from our Customers

B B EEEEEEENEE EE N EEEEEEER

— FIowmon
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Recent Interesting Detections?

OSX/MaMi in same way as DNSChanger in 2011

WannaCry in large IT infrastructure organization

Ransomware in action encrypting X-ray images in hospital

Data leakage via DNS (TXT queries)

Cryptocurrency Mining on various client devices

Attacker controlling and sniffing traffic via DHCP spoofing

And many botnet infected devices in various industry verticals...




Detaily udalosti

cile (8482)
Viechny dile

16.20.251.163
$212.113.45.179
y41,174.17.222
$206.16.253.1
140.24.203.240
$95.81.247.250
3129.50.153.86
3211.215.190.1%6
$30.52.157.250
» 107.107.22.58
$223.227.250.25
373.219.139.105
113.156.105.135
3205.245.201.87
373.235.56.119
7 138.26.170.33
) 145.141.181.188
3 165.156.60.174
172.213.150.16
3 76.87.28.150
355.240.88.125

Wanna Cry Infected

$8.136.249.144
177.3.179.159
2164.104,187.113
3 187.167.1.221

y 134.66.201.172

L 2" A0 1800 AN

Typ: Port scanning (SCANS)
Casova znamka: 2017-11-13 14:55:00
Prvni Flow: 2017-11-13 14:54:25

Komentar (0) Kategorie (0)

Dle IP adres

Zachycené jméno pdvodce: N/A
Zdroj Flow dat: IDN
tekovano instanci: Default

76.122.115.121
$44.212.94.041
)93.202.239.29
28.58.120.18
65.247.102.135
279.146,187.124
$95.92.227.19
3214,57.202.152
196.18.0.44
$55.178.163.46
220.187.250.45
}152.217.218.122
149.69.50.118
345.15.192.45
143.5.89.87
3136.113.112.120
182.47.93.83
$212.36.188.98
123.69.15.18
149.253.181.64
; 143.96.171.139%

Zaznam udalosti

Plvodce udalosti: £ 172.23.44.7 (unknown)

»89.186.206.46

3 105.120.180.174
$7.168.219.132
314.110.70.1
3171.87.123.160
3 158.224.222.181
352.201.132.145
) 11.135.145.80
$107.192.184.17%
374.154.2.125
3104,10.233.162
) 134.85.76.116
159.104.100.124
¥ 165.26.233.212
3216.209.73.98
371.91.102.98
3206.32.231.166
82.68.78.70
35.135.242.39

3 195.29.248.115
3157.247.164.120
0

Device

254.141.252.99

108.141.151.35
$42.225.222.127
217.161.146.176
3 131.82.117.104

L 4%4 2% s Lo

$5.169.130.97
3123.3.245.210
3 102.79.34.113
3 144.234.176.215
3197.19.195.1

48 Y42 100 A

Pravdépodobnost
False positive:

User identity:

Detail: horizontal TCP SYN scan (attempts with response: 5, attempts without response: 8 477, targets: 8 482, port(s): 445).

$178.50.94,39
#15.55.190.13
5193.28.158.59
345.208.71.78
59.174.48.36
3158.180.210.213
$70.189.108.238
3183.135.11.54
345.230,135.176
369.230.112.236
$219.22.187.183
149.254.22.93
$23.103.209.21
3106.70.180.232
5 175.12.201.141
$198.172.181.71
$219.44.135.220
339.14.198.29
$24.38.151.82
355.22.211.178
$101.6.17.116
$84.124,167.102
$25.53.112.22
3149.49.107.34
3147.21.31.112
$51.140.249.217
3 188.165.205.52
$48.50.95.172
170.37.165.14
3100.106.130.4
$67.26.8.72
3172.172.188.192
$186.157.96.118
#68.29.121.200

“0 181 L1 174

2.222.224.81
110.59.106.32
}125.71.181.220
195.134.57.116
1151.205.241.28
) 141.109.8.211
$170.234.174.227
129.66.50.248
5 179.65.49.229
138.178.93.166
101.193.30.146
5142.128.22.226
177.109.104.125
3163.166.187.253
}38.222.250.236
395.80.127.208
175.179.237.222
}59.21.41.1%
114,.124.175.155
) 28.165.250.55
25.147.84.34
230.69.231.115
3143.221.233.106
155.96.98.172
9.196.196.235
$15.145.115.152
128.249.159.148
¥139.102.127.30
152.157.174.33
) 126.158.100.173
£167.130.49.62
286.36.222.111
335.179.78.84
$107.137.30.103

‘8" 141 11

55.119.83.161

3 196.22.177.156
3 173.202.60.167
$5.54.249.29

7.168.26.93

)82.228.98.143
1204.31.4.245
) 121.38.95.74

49.184.23.81

384.124,15.183
3119.46.20.46

56.91.235.253
44.36.133.250

J47.27.8.168

95.192.100.122

3199.144.229.239

78.103.70.137

$50.130.118.111
3 116.75.231.79
3111,197.128.134

13.34.217.205

3 192.184.107.1%4
385.178.147.29
§212.107.69.197

4,139.252.158

333.243.198.96
352.5.179.182
$75.97.28.187
192.45.75.93

) 184.144.130.103

188.215.154.212

3200.6,150.227

73.59.125.85

1734487022

1% 48 M2 oM



Detaily udalosti

: Flow-based behavior patterns (BPATTERNS) Plivodce udalosti: 0 192.168.70.2 (neznama)
a znamka: 2019-03-09 11:50:00 Tac né jméno plvodce: N/A
Prvnt tok: 2019-03-09 11:49:00 MAC adresa: 00:00:00:00:00:00
Identita uZivatele: N/A

Detail: CryptoMalware: Cryptocurrency mining malware detected, attempts to access 4, uploaded data 742.00 B, downloaded data 0.00 B.

(v 1Y) Komentare (0) Kategorie (0) Zaznam udalosti

VARl Podle zemé  Podle IP adresy

B 118.184.176.15 pubyun.com) 118.193.21.186 (neznama) BF 148.153.14.24% (nezmama) 164.52.13.58 (ne:

Crypto Currency Mining



ey

with Full Packet Capture for Forensic Evidence

HEEEEEEENNGN,] EEEEEEEEENEN)]

omaly Detection and Forensics
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Event details

Communication with blacklisted hosts (BLACKLIST) Event source: 3y 192.168.222.27 (localhost) Probabili
Timestamp: 2019-04-12 16:22:18 Captured source hostname: N/A Fal
First flow: 2019-04-12 16:22:18 MAC address: 00:0c:29:64:2 Detected by
User identity: N/A Data feed: Default

Known malware domains (MD5:21d5abb%977d71918ee1de4e83dc8e84 / mmonteironavegacao.com.br), DNS quel
Targets (1) «Comments (0) Categories (0) RITUEUGELTN Related IDS events (0) Traffic records

ount in relation to DNS Question name

Filter : Il flows
Destination IP Timestamp Protocol S(:‘.;::E DES:::;IOH Transferred Packets Flags TOS Source MAC Destination MAC DS Question name

UDp 46794 53 71 & Dn-TEaTE?{t 0z 0 .0.1 | mmonteirona: om.br

- ’ ; Best Effort ST T
ubp 46794 3 Al & Default 00:0¢c:29:64

UDp 53 46794 D‘__E;L'K‘t 0 i .0.1 | mmonteirol om.br

mmonteironavegacao.com.br

(zateway) il 3 ’ 6:7 45 ubp 3 1 1 EEEEEETF : 127.0.0.1 mmonteironavegacac.com.br

Malware Infected Device Detected via DNS



Event details

Communication with blacklisted hosts (BLACKLIST)
Timestamp: 2019-04-12 16:22:18
First flow: 2019-04-12 16:22:18

Event source: 3y 192.168.222.27 (localhost) Probabili
Captured source hostname: N/A Fal
MAC address: 00:0¢:29:64:2 Detected
User identity: N/A

Data feed: Default

De Known malware domains (MD5:21d5abb%977d71918ee1de4e83dc8e84 / mmonteironavegacao.com.br), DNS quel

Targets (1) « Comments (0) Categories (0) Event evidence Related IDS events (0) RLCUHTT T

FTR server [0} State Start time

Files Action
y - : 47 8.4 1_eth2_0002_20190412_163001.pcap,
she 2019-04- 5:12:18 o —— £ !
localhost 5cb09d7b7017 Finished 019-04-12 16:12:18 T eth2 0001201 62529.pcap. &
cb09fd7b7017_127.0.0.1_eth2_0003_20190412_163500.pcap

etection Related Full Packet Data



M FTRR_5ch09fdTh7017_127.0.0.1_eth2_history.pcap — X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

amg@ 1RE QRe=2=Z2F 5 EaaaH

[i |dns.qrv.nam == "mmonteironavegacao. com,br® m '] Expression... +
me Source Destination Protocol  Length Info

19-84-12 16:22:18,135377 192.168.222.27 192.168.222.1 DNS 85 Standard query @xde4® A mmonteironavegacao.com.br

19-84-12 16:22:18,135392 192.168.222.27 192.168.222.1 DNS. 85 Standard query @x3594 AAAA mmonteironavegacac.com.br

19-84-12 16:22:18,135392 192.168.222.27 192.168.222.1 DNS. 85 Standard query @x3594 AAAA mmonteironavegacao.com.br

19-84-12 16:22:18,394398 192.168.222.1 192.168.222.27 DNS 312 standard query response @xde4@ A mmonteironavegacao.com.br A 178.81.43.58 NS f.root-servers.net NS g.root-servers.net N5 h.root-servers.net NS i.root-servers.net NS j.root-servers.net NS k.r..
19-84-12 16:22:18,394398 192.168.222.1 192.168.222.27 DNS 312 standard query response @xded4d A mmonteironavegacaoc.com.br A 178.81.43.58 NS f.root-servers.net NS g.root-servers.net NS h.root-servers.net NS i.root-servers.net NS j.root-servers.net NS k.r..
19-84-12 16:22:18,451352 192.168.222.1 192.168.222.27 DNS 164 Standard query response @x3594 AAAA mmonteironavegacao.com.br S0A nsl.ssdbr@2.ferenz.com.br

19-84-12 16:22:18,451352 192.168.222.1 192.168.222.27 DNS 164 standard query response @x3594 AAMA mmonteironavegacac.com.br S0A nsl.ssdbr@2.ferenz.com.br

< >
> Frame 535: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)

> Ethernet II, Src: ZyxelCom bc:c®:98 (b@:b2:dc:bc:c®:98), Dst: Vmware_64:28:2c (@09:8c:29:64:28:2c)

> Internet Protocol Version 4, Src: 192.168.222.1, Dst: 192.168.222.27

> User Datagram Protocol, Src Port: 53, Dst Port: 46794

v

Domain Name System (response)
Transaction ID: @x3594
» Flags: @x818@ Standard query response, No error
Questions: 1
Answer RRs: @
Authority RRs: 1
Additicnal RRs: @
w Queries
¥ mmonteironavegacao.com.br: type AARA, class IN
Name: mmonteironavegacao.com.br
[Name Length: 25]
[Label Count: 3]
Type: AAAA (IPve Address) (28)
Class: IN (@x2881)
~ Authoritative nameservers
¥ mmonteironavegacao.com.br: type S0A, class IN, mname nsl.ssdbré2.ferenz.com.br
Name: mmonteironavegacao.com.br
Type: 50A (Start Of a zone of Authority) (8)
Class: IN (@x2881)
Time to live: 688
Data length: 67
Primary name server: nsl.ssdbré2.ferenz.com.br
Responsible authority's mailbox: niltonsouzza.hotmail.com
Serial Mumber: 2818111962
Refresh Interval: 36@@ (1 hour)
Retry Interval: 1888 (38 minutes)

Baze @0 60 6B 01 60 o0 s 6d 6f 6e 74 65 6! m monteiro A
W

O i Query Name (dns.gry.name), 27 bytes || Packets: 749 - Displayed: 7 (0.9%) || Profile: Default




Flowmon % Confguration Center «

K\

Overview

l

System

Distributed Architecture
FMC Configuration

FTR settings

Quotas Manager
Remote Access

Logs

Versions

PEDSCEE %O

License

—+ Monitoring Ports

L2 Global settings

= TARGETS = EXPORT PROTOCOL £ ADVANCED SETTINGS
FTR collector IP localhost

FTR collector port 7001

Adaptive buffer Q

Packets per flow 10

Time to live (seconds) 600

Buffer size (megabytes) 256

Filter

Filtering criteria

¢/ MAC ¢ IPv4 ¢ Port
¢/ VLAN ¢ IPv6 ¢ sIp
¢/ MPLS

In-memory

< TARGETS £ ADVANCED SETTINGS ¢33 INTERFACE SETTINGS
Used active timeout: 300s
Inactive timeout: 30s

1ink: nao link

{3 RECORDER

() RECORDER
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Intégration with SIEMs and Analytic Platforms

Flowmon ADS provides syslog feed of event to log management, SIEM, big data
platform, incident handling or security automation tools.

These tools are only that powerful as their event sources.

Network Traffic
Monitoring

NetFlow
IPFIX

Collection and Behavior
PEWSTS

Flowmon Collector & ADS

REST API

=

Event Collection and
Correlation

SIEM system integrated
with Flowmon

Flowmon

Driving Network Visibility




Sampl

e Incident Handling and Security Automation

D Q90 D0 =
° ] b
D PRIORITY ST/ — 30.08.2018 11:20:00 v stk icon
3587 Ve 10.8.8.250 A 192.168.30.11 - hreaches conseauence
3196 Ve D Security incident I:] Security breach @
4959 LTI Rey D False alarm D Taken actions
4944 T Red
o — o Compliance Risk analysis Incident consequences Attack vector In|
s o~ N l P . Details Additional informations Potn%ntia! financial losses .
4485 | .~ Rel & Action no. 1: "Check the IP in the xForce database’ from step no. 1: ‘Checking the IP address in the reputation database'. AL
4467 Re o
Critical
4182 Ry
3086 R Available scripts
S — unk Incident consequences for safety zone:
3534 High Re| [
2 W _ - - -
3264 1| = Frameld - = FravnufStatus FrameAD(:rdDate = Fran:el?evlceld O SC A D A_OT
325? — Text Number e Number
525 1| 000100000001001A3AB9 Parsed 8/30/2018 9:25:17 AM 1003
: \ SCADA _Operator
e Ramedfeds
3254 — W Loss of reputation
3252 Type EventName Severity := Sourcelp EventTime DestinationlPs - - 5
a0 el o e st o estocton B Disruption of important process of the
: . organization:
3232 SCANS Port scanning 8 10.8.8.250 8/30/2018 11:20:00 AM 192.168.30.11,192.168.30.12 g
3230 I — Sales SECUREVISIO
R - scapA OT
2199* <178>Aug 30 11:25:17 localhost ADS: CEF:0|Flowmon Networks|Flowmon ADS Corporate|9.01.01|SCANS|Port scanning|8|src=10.8.8.250
- start=Aug 30 2018 11:20:00 deviceCustomString1=192,168.30.100 deviceCustomString1Label=ADSHastName ¢n1=2980 cn1Label=EventID ml
msg=chaotic TCP SYN scan (attempts with response: 194, attempts without response: 0, targets: 2, port(s): 22, 443). targetList: 192.168.30.11,
192.168.30.12

Flowmon

Driving Network Visibility




IBM QRadar

Dashboard Offenses Log Activity MNetwork Activity Assets Reports ISECO LogBook Knowledge base

Incident responss abl

= IBM QRadar

Dashboard Offenses Log Activity MNetwork Activity Assets Reports ISECO LogBook Knowledge base

— Dashboard Events Flows

Event 4755031 info

Incident response Qi

Flowmnon Application Web service response

‘Open in Flowmon Visualisation

Event details
D
Flowstamp
Time
Type
Name
Source
Targets
Certainity

Event evidence

Show - entries
Source IP Destination
address IP address
15
103.77.119.227  10.0.0.22

Showing 1 to 1 of 1 entries

4755031

2018-11-13 16:49:50
2018-11-13 16:50:00
BPATTERNS

Flow-based behavior pattermns

= 103.77.119.227

10.0.0.22

1
Start Duration Protocol
Time -
first
seen
20181113  0.000 TCP
16:49:50.893

Source

Destination

Detail

Perspectives

Comments
Falsepositive
Filters

Flowsource

Bytes Packets

104K 8

TCP Null packets detected, requests: 1, responses: 0, sent
data: 10.45 KiB, received data: 0.00 B, sent packets: 8,
received packets: 0, count of targets: 1.

Securty issues:

Operational issues: 2

No

Inverted DNS&DHCP Mith

LAN

TOS
(default:
Source)

Best Effort &
Default

TCP
Flags

——

Input Src Output Dst NBAR2
MAC addr MAC addr App
Tag

00:0c:29:90:c%bc  00:0c:29:b0:70:66 N/A

System Time: 1208

aph type: Events count

E—mnlen=l
& S E

e G e
o W oy e
N o N N

5:01:00 of type DIRINET

Source Count
§ 19216822 10
§ 19216823 10
§ 19216824 10
B 19216827 9

v
Toggle all
¥ pnsanOMALY Y4 SSHDICT
¥ 1cMPANOM ¥l BITTORRENT
SMTPANOMALY Y1 INSTMSG
¥ bivcom BLACKLIST
HIGHTRANSF [ RDPDICT
" weBsHARE ™ DIRINET
SCANS ¥ AnomALY
i1 BPATTERNS ¥/ L3ANOMALY




Mikulas Labsky, Head
of Telecommunications
dept. at CD-
Telematika: “As a
service provider, in-line

Detection and Mitigation Orch
of Volumetric DoS/DDo

4

u DDoS protection didn’t
fit our needs. Fast
Protect your business & Easy, flexi flow-based DDoS

customers satisfaction detection with out-of-

path mitigation is the
ideal solution for any
ISP.*

== Flowmon
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Enterprise Protection Strategy

Enterprise perimeter scheme
« Limited number of uplinks and capacity

DMZ
A\ o
Internet < —
cpE =

LAN

In-line DDoS mitigation appliance
= All-in-one detection & mitigation out of the box
= Volumetric + application (L3/L4/L7) attacks coverage
= Up to the uplink capacity!




Backbone Protection Strategy

Backbone perimeter specifics
= Multiple peering points — routers & uplinks
« Large transport capacity — tens of gigabits easily
« In-line protection is close to impossible!

€D S & flowexport
eSO D D

Flow collection
DDoS detection
Routing control
Mitigation control

W e

Flow-based detection and out-of-path mitigation
« Easy and cost efficient to deploy in backbone/ISP
« Prevents volumetric DDoS to reach enterprise perimeter

rrrrrrrrrrrrrrrrrrrrrrrrr



Attack Detection

Detection performed over protected segments
« Segments defined by network subnets

For each segment, a set of baselines is learned from monitored
traffic. The attack is detected if the current traffic exceeds defined

threshold.

Baseline iIs learned for:
« TCP traffic with specific flags
« UDP traffic
« |CMP traffic




Adaptive Thresholds

Fully automated approach how to set the baselines without the
need of manual inputs

Two levels of method sensitivity

= AttaCk or SUSpeCt Configure Adaptive threshold
Simple configuration
ICMP Aftack and suspect
Configurable learning period
TCP Attack and suspect
= Continuous baseline update TeP Rt Sk s e
TCP 5yn Attack and suspect
.. TCP Ack Fin Attack and suspect
False pOSItlve tune-up TCP Syn Ack Attack and SLISEECt
= Per attack save IR

B |PDF report @) Mark as false positive @ Delete

rrrrrrrrrrrrrrrrrrrrrrrrr



Use Case: DD0oS Proteg_ﬂgn i

otection Scenarios using Flow-based Detection

HEEEEEEENEE EEEEEEEER
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Out-of-Band with Local Scrubbing Appliance

( Anomaly Detectio
Mitigation
L Enforcement

Traffic Diversion via
BGP Route Injection

Flow Data Collection
Learning Baselines

Dynamic Protection

Policy Deployment

incl. Baselines and
attack characteristics

Attack path

N\
= Scrubbing center
srrer o

Clean path

Protected Object 1
e.g. Data Center,
Organization,
Service efc...

Protected Object 2

Flowmon

Driving Network Visibility



Mitigation Through Infrastructure (BGP Flowspec)

Anomaly Detection
Mitigation
Enforcement

Flow Data Collection
Learning Baselines

a

il

................ Dst port: 135 48 I

Sending specific
-1 Route advertisement
via BGP FlowSpec

Dynamic signature: Dst IP: 1.1.1.1/32

Dst port: 435 48 |

Protocol IP: 17 (UDP) .
Discard

Protected Object 1
e.g. Data Center,
Organization,
Service etc.

Attack
-y,

Protected Object 2

Dropped traffic for Dst IP: 1.1.1.1/32

Protocol IP; 17 (UDP) ) Flowmon

Driving Network Visibility




Cloud Scrubbing & Cloud Signaling

AR . Complex Traffic HTTP/UDP
e R Scrubbing Attack Alerting and
o Incident
Characteristics
AR A A
I I o
Traffic Diversion via o o ol
BGP Route Injection |
and Propagation of e N
the Change ' Anomaly Detection
. & Mitigation
I Scrubbing center Enforcement
I 'e N
Flow Data Collection
2. Rerouted Learning Baselines
Attack 3. Cleaned \ J

Traffic

GRE
tunnel

) e AT

- L N K N N |
- e .
1. Original L F F _F |

Attack

Internet

Enterprise / Datacenter
Flowmon

ng Network Visibility



00000

Bytes por packaps
™

Flowmon ?

Benefit From Using F

== FlOWMmMon
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D N

Packet Analysis

The complexity of such
systems puts high demands
on the knowledge/experience
of administrators. These tools
are simply to heavy for daily
use and majority of use case.

Packet analysis tools do not
scale to current backbone
bandwidth and available
budget.

Bee

Flow Monitoring

Flow-based easy to use and
affordable solution to enable
network visibility and easy to
use troubleshooting.
Extendable to application
monitoring and security means

single platform and lower costs.

Flow enriched with L7 visibility
and on-demand packet capture
IS the future of Network
Performance Monitoring and
Diagnostics.

7]

a

SNMP Monitoring

Basic IT infrastructure
monitoring to provide network,
device and service status.
Limited flow support —
technically inadequate
commodity solution. Does not
help to troubleshoot, track
user experience or contribute
to network security.

— FIowmon




Flowmon Portfolio




Security
department

SIEM

T

Flowmon Fit with other Tools
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IDS/IPS

b
Network
Behavior Analysis

Network
department

Application
department

DDoS
Protection

Flow Monitoring

Packet capture

Packet
Analysis

Scripts,
Synthetic Users

Network-based
APM

Agent-based
APM
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Real-time Detection & Response

45-250 days in
average to
detect an
Incident

Detect attack,
event or incident
In real-time,
analyze it in few
minutes

Occurs when
malfunction of
critical service
happened
(NISD)

Use automation
processes for
alerting & reporting
(3" parties
integration — SIEM
etc.)

Occurs when
sensitive or
personal data
breach (GDPR)

(((6
((((((©

Classify information
automatically
(based on manual
data predefinition),
iImmediate response

== FlOwmon
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— Flomen Customer references

| N | Networks

SEGA SRAVG ==

IS an Czech based vendor devoted to
innovative network traffic & KONICA MINOLTA vodgone @TDK
performance & security monitoring

ORIELAME  SIEMENS  SLOVENSKAS
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)+ customers First 100G pre bes Strong R&D European
countries in the wg d\ background origin Raiffeisen
*
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Information Sources

= Public available technical documentation and specifications
« https://www.flowmon.com/en/resources
= All the models, parameters included in specification documents online

Many case studies and whitepapers on-line
= https://www.flowmon.com/en/company/success-stories-case-studies

Technical materials are available on support portal
« https://support.flowmon.com
« APIs, technical documentation, software packages, ...

Flowmon BLOG

= https://www.flowmon.com/en/blog
= New features, releases, use cases, ...

Flowmon Youtube video channel
= https://www.youtube.com/c/FlowmonNetworkMonitoringSecurity
« Webinar recordings, tutorials, demos, ...

Flowmon
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https://www.flowmon.com/en/resources
https://www.flowmon.com/en/company/success-stories-case-studies
https://www.flowmon.com/en/company/success-stories-case-studies
https://www.flowmon.com/en/company/success-stories-case-studies
https://www.flowmon.com/en/company/success-stories-case-studies
https://www.flowmon.com/en/company/success-stories-case-studies
https://www.flowmon.com/en/company/success-stories-case-studies
https://www.flowmon.com/en/company/success-stories-case-studies
https://support.flowmon.com/
https://www.flowmon.net/en/blog
https://www.youtube.com/c/FlowmonNetworkMonitoringSecurity

Thank you

Performance monitoring, visibility and security
with a single solution

Zoltan Csecsodi, Sales Director CZ
zoltan.cseesodi@flowmon.com, +420 723 555 057

Pavel Minarik, Chief Technology Officer
Ravelminarik@ilowmon.com. +420 733 713 703

Flowmon Networks, a.s.
Sochorova 3232/34

619 00 Brno, Czech Republic
www.flowmon.com
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