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Fakta o Kaspersky
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let historie

> 4,000

vysoce kvalifikovanych zaméstnancu

> 400,000,000

uzivatell celosvétové je chranéno nasimi
technologiemi

> 270,000

firemnich zakaznik( celosvétové

> Celosvétové nejvétsi, soukromé
vlastnéna bezpeclnostni spoleCnost



Score of TOP 3 Places

Kaspersky ochrana — nejvice testovana, nejlépe ocenovana.

V roce 2019 se produkty Kaspersky Lab zuc€astnily 86 nezavislych testl a recenzi. V 64
pripadech obsadily prvni misto a v 81% skoncily v prvni trojce.
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PROTECTION
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* Notes

* According to summary results of
independent tests in 2019 for corporate,
consumer and mobile products

* Summary includes independent tests
conducted by: AV-Comparatives, AV-Test,
SE Labs, MRG-Effitas, Virus Bulietin, ICSA
Labs, PCSL, NSS Labs

*» Tests performed in these programs assess
all protection technologies against known,
unknown and advanced threats

* The size of the bubble reflects the number of
1st places achieved

kaspersky


https://www.kaspersky.com/top3

Transparency —
a nhew cybersecurity trend

Globalné propojeny svét vyzaduje zvySenou transparentnost.

Spole¢nost Kaspersky pokracCuje ve vyvoji své ,Global Transparency Initiative® ,
jejimz cilem je prokazat nas trvaly zavazek zajistit integritu a davéryhodnost
feSeni spolenosti ve sluzbach nasich zakaznik.

Data storage Ve Svycarskych datovych centrech jsme zacali

and processing uchovavat veskera data Evropskych zakazniku
a zpracovavat Skodlivé a podezrelé soubory
které s nami Kaspersky zakaznici sdileji.

Transparentni Otevreli jsme transparency centra v Curychu,

centra Svycarsku a Madridu, Spanélsku a v Kuala
Lumpur. Ctvrté stfedisko transparentnosti v
Brazilii bude otevieno v pribéhu roku 2020

Bug bounty Zvysili jsme odmény za nalezeni chyb v
program produktech Kaspersky az na 100 000 $ za
objevenou zranitelnost



European
Commission

. Komise nedisponuje zadnymi dukazy tykajici se
potencialnich problému souvisejicich s pouzivanim produktu
spoleCnosti Kaspersky Lab. *

EU Commissioner for Digital Economy and Society



Integrated cybersecurity
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STUPNICE NARUSTU HROZEB
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+360,000

Kaspersky detekuje vice nez 360,000 novych
unikatnich

Skodlivych vzorku, denné.

lkaspersky



Skladba kybernetickych hrozeb
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Kybernetické
zbrané

0.1%

9.9%

Cilené hrozby

90.,

BéZna kyber kriminalita

APT — pokrocilé persistentni
hrozby a utoky,

Cilené utoky a pokrodily
malware

,b€Zné" hrozby

[Bo
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Hlavni rizika obchodnich spolecnosti v roce 2018

1 L [ D §
2%

Kybernetické hrozby

2018

http://www.agcs.allianz.com/assets/PDFs/Reports/AllianzRiskBarometer2018. pdf

Business interruption
(Incl supply chain interruption)

1 0N
Cyber incidents
(0.9 cyder come, IT follure, data breaches)

Natural catastrophes
(e.g storm, flood, earthquake )

Marketdevelopments S

(e.g. voistiity, intensified competition / new entrants.
MEA market stagnation, market fluctuation)

Changes in legisiation and = 2w

regulation
(e g govemnment change, economic sanctions
protecthonism, Brext, Ewo-zone disintegration)

Fire, explosion

New technologies S

(0.9 Impact of increasing nterconnectivity, nano-
technology, artificial inteligence, 3D printing, drone)

Loss of reputation or
brand value

Political risks and

. violence

(e.g. war, terrorism, cavil commobion)

Climate change/
Increasing volatility
of weather

kaspersky



IN THIS CORNER W& HAVE

FIREWALLS, ENCRYPTION,
ANTIVIRUS S0FTWARE , ETC .
AND IN THIS CORNER,

we HAE D!/ P
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SECURITY TODAY




UZIVATELE JSOU TEN NEJSLABSI CLANEK

@

Az 80% vSech kybernetickych incidentti jsou zplisobeny lidskymi chybami.
Spolecnosti utraceji miliony za jejich napravu.

Kaspersky | Security Awareness Programs

lkaspersky



Lidsky faktor jako vyznamna bezpecnostni hrozba

Chovani zaméstnancu je pro organizace vyznamna IT bezpecnostni hrozba, navzdory tomu, Ze jsou
vyuzivan iCni zpUsoby Skoleni zaméstancu.

$1,057,000 , $101,000 w0 $400

v Enterprise organizaci v SMB na zamestnance a rok

* Report: “On the Money: Growing IT Security Budgets to Protect Digital Transformation Initiatives . Kaspersky Lab, 2019
Kaspersky |Security Awareness ** Report: “Human Factor in IT Security: How Employees are Making Businesses Vulnerable from Within”, Kaspersky Lab and B2B International, June 2017.
** Calculations based on Ponemon Institute, “Cost of Phishing and Value of Employee Training”, August 2015.



Nezajimavé a neefektivni
pro zamestnance:

~\ Povazovan za obtizn€, nudné,
nedulezité.

(13

Vétsinou je to 0 : ,co nesmite
nez ,jak na to”

Ugastnici si po $koleni nic
nepamatuji

@ Cteni a poslouchni neni
efektivni

& @

LR,
Bl

R

Pritez pro administratory:

Jak vytvorit vzdelavaci program a
nastavit cile Skoleni?

Jak zvladnout proces vzdelavani?

Jak kontrolovat prubézné vysledky?

Jak oslovit zamestance aby se
zapojili do skoleni



Kaspersky
vzdelavaci programy kybernetické bezpecnosti

/ \

ASAP

Automated Security
Awareness Platform

@ For all Employees

@ Skills on personal cyber hygiene

For Senior Managers @

Strategy and corporate support @

@ For IT Professionals

First line of incident
response

Praktické dovednosti misto
jen znalosti

PC orientované, jednoduché
na spravu a doru€eni, skvély
reporting.

Priklady z realného svéta &
praktické cvi€éeni —
zameéstnanci jsou motivovani a
zapojeni do vzdélavaciho
programu

Jednoducha sprava pro
administratory a efektivni pro
organizaci

Redukuje pocCet

lidskych chyb a
selhaniaz o

80%

kaspersky
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Tra’i"ning

An easy-to-manage online tool which builds employee’s
cybersecu‘ity skills level by level

Kaspersky Automated Security Awareness Platform (ASAP) is
created by leading cybersecurity experts to protect your
business

- .
Launch your awareness program online in just a few steps

A
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Automatizovana vzdelavaci platforma

Motivace
Phishing Lekee
test
Védomostni Podlrna
test komunikace
é_/

Kaspersky | Automated Security Awareness Platform

VSechny typy vzdélavacich modulu jsou
automaticky naplanovany a automaticky pfirazeny
uzivatelim.

Vzdélavaci cyklus se opakuje v prubéhu délky
licenCnich podminek

Témata jsou logické a Casoveé nezateézuji studujici

uzivatele.

lkaspersky



Plné automatizovana podpora a sprava
vzdelavaci platformy

Jak zacit vzdélavat své zaméstnance?

Rozdélte je do
skupin podle
obtiznosti a

rizikového profilu

Vse ostatni je fizeno
automatizovanym

Importujte uzivatele
procesem platformy
ASAP

Pouze tento krok
vyzaduje vasi uvahu a
rozhodnuti o rozdéleni
do profilt

VSe ostatni, jako:
- Individualni planovani programu

- Individualni tydenni reporty pro zamestnance
- Pravidelné reporty pro administratory

Budou provedeny automaticky bez zasahu administratora.

Kaspersky | Automated Security Awareness Platform

kaspersky



Jednoduchy ovladaci panel - vSe na
jednom miste...

STUDENTI POTREBUJICI
POMOC

BEZNE UKOLY

MY ACTIONS

Add new users

Import Users

Add to training

Resume Training

Download report

Kaspersky | Automated Security Awareness Platform

M

WHO NEEDS MY ATTENTION?

16

Behind
schedule

@® Can not finish on time

@ Significantly behind
schedule

Behind schedule
® Going well

® Ahead of schedule

PREHLED LICENCI

USERS & LICENSES

Studying 14
Unassigned 130
Paused

Total users 147

Total number of
licenses

kaspersky



Automatizovana vzdelavaci platforma
(ASAP)

Vice nez 350 lekci strukturovanych do 3 urovni obtiznosti a 6 témat

Hesla a ucty » Social networks &
Email messengers
Web browsing PC Security

Mobile devices

PC Security
llew3

+ Ruzné druhy vzoru phishingovych emailu

Dostupné v 10 jazycich

g, oo CZ a SK verze — Cerven 2020

kaspersky

Free trial: k-asap.com



Report pouze 1 klinutim

Report si mlzZete stdhnout pouze 1 kliknutim.

USERS’ PERFORMANCE REPORT EXAMPLE

Total users

Study status for each one:
Unassigned

Studying

Paused

Completed

Archived

Licenses in Use

Who needs my attention?
Study Speed

Total Studying

Ahead of schedule

Going well

Behind schedule

Significantly behind schedule

Can nof finish on time

1500

17
1483

1483

Number of Users Reasons For Falling Behind  Number of Users
1483
31
1386
58 Do not take tests
Fail tests
Never entered the platform
8 Do not take tests
Fail tests
Never entered the platform

0 Do not take tests
Eail tecte

ot ol

55

o]

Ka_sperskyl Automated Security Awareness Platform

kaspersky

PLATFORM INTERFACE

EXAMPLE
MY ACTIONS

Add new users

Import Users

/ \

K Download report jl)

\ /




Uzivatelské rozhrani - nahled

() et English ~

Your group:

OW RiSK (4 training un

Planned end date Estimated end

PASSWORDS AND ACCOUNTS: BEGINNER
™ 05/12/2019 date

le to hacking. ple epa no ane is going to try to access their account, but they're wre

ot valuable enough to be a tal

borrow money from your fi E s a C h u on your pa i v money from your bank

Why don't people worry about the security of their passwords and the kinds of errors that slip through? Knowledge test for module 'Passwords and accounts: Beginner'

[ Lesson ) 2m nowledge Test

Can I tell my passwords to others?

EMAIL: BEGINNER

 channel of corporate . Nearly every Inters unt, and as a ru it to create accounts with other services. If your e s nised, the

How do | safely store passwords?
er will gain acces: r i k information. Emails from cybercriminals can contain d/or links that can harm you and your organization.

n epeat &
«> | e ] € /' Leamthe i void becoming a victim of these cyberattackers.

WEB BROWSING: BEGINNER

Statis indicate that a cybercrime occu n s of ki 0 0 outright
theft of money. You can fall victim to r should have
certain basi

SOCIAL NETWORKS & MESSENGERS: BEGINNER

Kaspersky | Automated Security Awareness Platform



ASAP obchodni model

License zacinajici od

Spravujte vice spolecnosti pod

Online web verze — v pripave SCORM offline verze

Zkouska na obdobi 2 mésicu pro 3 uzivatele, zdarma

Demo

Kaspersky | Automated Security Awareness Platform


https://ransomware.k-asap.com/?_ga=2.145017330.732317704.1581426445-1574797485.1570097111

&

Tra’i"ning

An easy-to-manage online tool which builds employee’s
cybersecu‘ity skills level by level

Kaspersky Automated Security Awareness Platform (ASAP) is
created by leading cybersecurity experts to protect your
business

- .
Launch your awareness program online in just a few steps
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Kaspersky
Security Awareness - CITO

ASAP

Automated Security
Awareness Platform

@ For all Employees

@ Skills on personal cyber hygiene

KIPS

Kaspersky Interactive Protection Simulation

For Senior Managers @

Strategy and corporate support @

CITO

Cybersecurity for IT Online

@ For IT Professionals

@ First line of incident
response

Kaspersky | Security Awareness Programs

Cyber Seurity for IT Online

Efektivni Skoleni pro vSechny

IT specialisty

https://cito.cloudapp.net/

Snizuje
pocet lidskych chyb

az o:

80%

kaspersky


https://cito.cloudapp.net/

IT specialisté — Nove role a odpovédnosti — drive a nyni

Now

Aaah!
Something
went wrong

_ |m“-ﬂ =

User

Should be

Aaah!
Something

went wrong )

IT Support/Admins

User

IT Support/Admins

- Reboot,

[t seerms we
are safe

IT Security

We are really
safe now!

I | Y

IT Security

KASPERYKYS




Cybersecurity For IT Online

Cile vzdelavani ? Pro koho je urceno ?

« Kiritické mysleni o bezpecCnosti v IT Service desky

« Znalost hackerskych nastroju a technik « |T/sitovi profesionalové
« Zakladni dovednosti analyzy hrozeb  IT bezpecCnost
« Znalosti, jak pomoci bezpecnostnimu * Mistni spravci a dalsi technicky

oddéleni pri reakci na incident pokrocCili zaméstnanci



V 4

4 moduly, ~ 30 praktickych cviceni

Malicious Software Potential unwanted Programs

Verification of existence or absence of Working with event monitors of the systems
incident related to malware and sandboxes. Using statistical engines
(virustotal). Removing PuPs

#Processhacker, #Autoruns, #Fiddler, #ProcessMonitor, #Cuckoo, #Virustotal
#GMER

Phishing Incident Response Investigation Basics

Phishing emails lookup. Verification of the Incident localization, data collection,

incident related to phishing. OSINT collecting digital evidence, log and timeline
analysis

#ExchangeComplianceSearch , #Robtex,
#Whois, #GoogleDorks #EventLogExplorer, #Autopsy, #FTK-Imager




Cybersecurity For IT Online

Awareness => incident response training

alla

= Malware Hunting ar - EDUCATION PROGRESS Cile ékoleni:

192.168.152.2 - Remote Administration
» Posilit ,prvni linii obrany” v reakci
na kybernetické incidenty

%j Find Hanc

= Snizit pocet incidentu
zpusobenych chybnou konfiguraci

» Rozvijet kritické mysleni tymu IT
e wive. comsaoone _ o kybernetické bezpe&nosti

4. Host Pr

TAKE A HINT
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THEORY

By DETERMINING LOCATION USING PROCESS HACKER

T portdhs pu G50 Prepornen
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BASIC HEURISTICS

KASPERYIKYS

I Malicious Saftware

Rl ressasanaac:
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Kaspersky
Security Awareness - KIPS

/ \

ARYA

Automated Security
Awareness Platform

Kaspersky Interactive Protection Simulation

Snizuje
pocet lidskych chyb az o:

@ For all Employees

@ Skills on personal cyber hygiene

KIPS

Kaspersky Interactive Protection Simulation

CITO

Cybersecurity for IT Online

80%

For Senior Managers @ @ For IT Professionals

Strategy and corporate support @ @ First line of incident
response

Kaspersky | Security Awareness Programs

kaspersky



Cybersecurity today — lost in a ‘corporate bermuda triangle’

CEO

SECURITY

IT & BUSINESS MANAGERS

Focused on business efficiency, automation,

Does not see how .
new technologies

cybersecurity spendings
relate to Revenues

Focus on protecting the confidential
information

Many security controls are
under IT management

Mutual understanding and daily attention to cyberthreats between
these 3 are crucial to successful cybersecurity in the modern business

KASPERYKY'3



KASPERSKY INTERACTIVE PROTECTION SIMULATION

mg‘ o S0 \e) the team.

DO

a
e )
S

Web Console

Game Board

Action Cards

KASPERYKY3



KASPERSKY INTERACTIVE PROTECTION SIMULATION

- Senior managers

For IT, Business and Security — strategy simulation
for cybersecurity decision-makers. Corporate

Fun, engaging and fast (2 hours)

Team-work builds cross-divisional co-operation

Industrial
Competition fosters initiative & analysis skills
Gameplay develops an understanding of cybersecurity measures and strategy Financial
Teams compete at running a simulated enterprise and earning money
Government

KASPERYKY3



Training process overview

Game rules and
housekeeping
explained

Trainer tells about the game and
its rules, trainees listen and follow
slides on a big screen.

KIPS is played by
teams

Players read news and decide on
actions by choosing cards
according to their strategy and
budget and time limitations.

After each turn a rating is
updated.

Trainer facilitates, encourages
and controls timing.

Ideal scenario unveiled
and lessons learned

Trainer tells about threats met by
players, unveils the ideal scenario
and draw participants to
conclusions and practical
takeaways.

Results announced —
congratulations to
winners!

Participants can be invited to
share results and photos on
social media.

KASPERYKY'3





http://www.computerweekly.com/feature/Industrial-cyber-attack-a-dangerous-game
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